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Preface

Usually a preface is written by renowned and prestigious authors as a way of
endorsing a new writer who presents himself. | tell you, don't expect any of this from
me. I'm not even an author or a writer. | am just a person who has been working
directly with Diego for some years - as a coworker, now coordinating his work - who
knows how determined, pioneering, knowledgeable and passionate about
Information Security he is. So, believe me: if you work or think about going into this
area, don't miss this book!

| met Diego in late 2015 when we started working together. Me as a Technologist in
Computer Networks and he as a Technologist in Information Security. The mission
was arduous, but deeply instigating. In search of solutions, he entered the universe
of Open Source tools focused on Information Security. There he faced many
difficulties, doubts, work and rework, but also with daily achievements. Many of the
solutions that we needed at the time came from the tools that will be presented here
and the way they were implemented. Author's merit.

This work also allows for reflection if, in fact, a safe environment is one that has a
high investment cost attached to it, by presenting free tools that, when well
configured and associated with some simple practices, ranging from changing
passwords to awareness of users, are examples of procedures with little or no
financial cost that have a great impact when it comes to Information Security.

All this knowledge and this learning curve are offered to you in this book, in a clear
and didactic language, so that you can optimize your time, in order to use it for new
discoveries and not to face issues that have already been overcome by someone
else. opportunity.

Want to know how to install and configure Open Source tools such as Linux
Operating System, password vault, second authentication factor, firewall, HIDS,
reverse proxy, WAF, SIEM, attack map, among others? Then browse this book and
find a chapter dedicated to each of the tools presented, with a tutorial that will guide
you through the entire process: download, installation and configuration. All this for
you to enjoy the tool in the best possible way and still optimize your time.

Computer, internet and book ready? So, get to work!

Edimaria Cerqueira Rodrigues Lamounier, specialist in Computer Networks.



Introduction

| have been working with Information Security since 2015. | started to get
interested in the subject when | was still an Officer of the Brazilian Air
Force. | remember that there was a defacement (attack that aims to
modify a web page, like graffiti) in one of the web systems of aeronautics
and this shocked me, as | believed the network was well protected. Only
later, working in the area, | realized that sometimes what happens is a
false sense of security, perhaps due to the huge expenses with the best
solutions for Firewall, WAF (Web Application Firewall), Antivirus, etc. |
realized that, even if you have resources for all these solutions, nothing
replaces the performance of a team making adjustments to these tools
and mainly investing in network visibility. Knowing what happens is
fundamental. | believe that one of the best resources in the security area
is Logs (system events). Knowing what is happening on your network,
where the attacks are coming from, what the targets are and what type
of exploitation is trying to be done in your environment makes all the
difference. A good IDS (Intrusion Detection System) is already capable
of revolutionizing security on your network.

| learned the importance of knowing what happens on the network in the
worst possible way. My first days working with information security were
not easy. A series of attacks coming, hacked websites, malware on the
network compromising the domain, among others. In order to protect the
network, there were a firewall and an antivirus. | had no idea what was
going on and | had no light on it.

| realized then that it would be necessary to implement a security
architecture, which would involve tools, but also processes that, although
simple, were fundamental. The simple management of network
passwords and the updating of all systems / software have already taken
a huge leap in security. Then came the tools and, to my surprise, there
were excellent Open Source options.



My motivation for this book was precisely to help those who have the
arduous mission to protect their network. The tools and processes
described here have helped me a lot and | believe they can be the
solution for many network administrators and security analysts.

"If you know the enemy and you know yourself,
you need not fear the results of hundred battles,
if you know yourself, but not the enemy,
for every victory gained, you will also suffer defeat.
If you know not of the enemy, nor yourself,
you will succumb in every battle.”

-Sun Tzu



1 - Password Vault

| couldn't start with a tool other than the Password Vault, as there is still
little importance to password management. Information Security is in the
details. When it comes to Information Security, many think only of
complex, ingenious and expensive solutions. There is no shortage of
password leakage scandals even in large companies and the damage is
great, mainly because many people do not use the Second
Authentication Factor. The best password security is one that uses at
least two of the three authentication factors:

e What you know (Password);
e What you have (Token);
e \What you are (Biometrics).

With these leaks, it is useless to have the best password in the world,
with many characters or of high complexity. Well, it is clear that this will
generate a HASH that is difficult to decipher by Rainbow Tables
(pre-calculated HASH tables), but when in doubt, and aiming at a better
security of your personal data, | strongly recommend that you use, if
possible in all your accounts on the internet, the Second Authentication
Factor.

The idea is that the network administrator, and his team, use a Vault
where the network passwords are managed and share it only with his
team. The Vault will assist in creating strong passwords and a host of
other password information. | recommend the tool KeePass
(https://keepass.info).

It is an Open Source tool, like all that | will show in this book, with
versions for various operating system platforms and very simple to use.



So let's test the tool. First download it from the Downloads menu

keepass website.

KeePass
Password Safe
Home
Home & News.

@

2 Forums
@ Feature List
& Screenshots
Getting Keepass
() Downloads
5 Translations

@ Plugins / Ext.

nformation / WWW
@ Hep

@

& Security
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@ unks

‘Support KeePass
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KeePass Password Safe

05l certified

This i the official website of KeePass, the free, open source, light-weight and easy-to-use password manager.

¢ [Awards] [ [RSS Feed]

[ Latest News

Bug Bounties (EU-FOSSA 2) .
2019-01-15 20:17. The European Commission sponsars bounties for finding security vulnerabilities in KeePass 2.x (EU-FOSSA 2 praject).

KeePass 2.41 released
2019-01-00 15:34. Read More »

KeePass 1.37 released
2015-01-02 14:16. Read More »

KeePass 2.40 released
2018-09-10 16:37. Read More »

[News Archive]

What is KeePass?
Today you need to remember many passwords. You need a password for the Windows network logon, your e-mail account, your website's FTP password, online
passwords (like website member account), etc. etc. etc. The list is endless. Also, you should use different passwords for each account. Because if you use only
one password everywhere and someone gets this password you have a problem... A serious problem. The thief would have access to your e-mail account,
website, etc. Unimaginable.

KeePass is a free open source password manager, which helps you to manage your passwords in a secure way. You can put all your passwords in one database,
which is locked with one master key or a key file. So you only have to remember one single master password or select the key file to unlock the whole database.
The databases are encrypted using the best and most secure encryption algorithms currently known (AES and Twofish). For more information, see the features
page.

Isit really free?
Yes, KeePass is really free, and more than that: it is open source (OSI certified). You can have a look at its full source and check whether the encryption
algorithms are implemented correctly.

A5 a cryptography and computer security expert, I have never understaod the current fuss about the open source software movement. In the cryptography world, we consider open source
‘necessary for good security; we have for decades. Public security is always mare secure than proprietary security. It's true for cryptographic algorithms, security protocols, and sacurity
Source code. For us, open Source isn't just a business model; it's smart enginearing practice.

Bruce Sehneler, Crypto-Gram 1999-09-15

D Ads by Google ((mac computers
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Image 1.1 - KeePass website
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(] Getting KeePass - Downloads

Here you can download KeePass:

KeePass 2.41
Installer for Windows (2.41):

L) Download Now

NJE> KeePass-2.41-Setup.exe

Download the EXE file above, run it and follow the steps of the installation  Download the ZIP package above and unpack it to your favorite location (USB
rogram. You need local installation rights {use the Portable version on the | stick, ...). KeePass runs without any additional installation and won't store
right, if you don't have local installation rights). any settings outside the application directary.

Supported operaf

g systems: Windows Vista / 7/ 8 / 10 (each 32-bit and 64-bit), Mona (Linux, Mac OS X, BSD, ..).

KeePass 1.37
Installer for Windows (1.37): Portable (1.37):

L1 Download Now

NjE> iceePass-1.37-Setup.exe KeePass-1.37.2ip

Download the EXE file above, run it and follow the steps of the installation  Download the ZIP package above and unpack it to your favorite location (USB
rogram. You need local installaticn rights {use the Portable version on the | stick, ...). KeePass runs without any additional installation and won't store
right, if you don't have local installztion rights). any settings outside the application directory.

Supported operating systems: Windows Vista / 7 / 8 / 10 (each 32-bit and 64-bit), Wine.

Unsure which edition (1.x or 2.x) to choose? See the Edition Comparison Table. See also the Development Status FAQ. If in doubt,
use KeePass 2.x.

Other downloads and links:

Contributed/Unofficial KeePass Ports

KeePassDroid (for Android)
KeePass2Android (for Android)
KeepShare (for Android)

MiniKeePass (for iPhone / iPad)
Synepass (for iPhone / iPad)

Strongbos (for iPhone / iPad / Mac OS X)
Passwordix (for iPhone / iPad)
MyKeePass (for iPhone / iPad)
ikeePass (for iPhone / iPad)
PassDrop 2 (for iPhone / iPad)
KyPass (for iPhone / iPad)
KyPass Companion (for Mac OS X)

MacPass (for Mac 0S X)

WinPass (for Windows Phone 8.1 / Windows 10 Mobile)
WinKee (for Windows Phone 8.1)

7Pass (for Windows Phone 7 / 8.1)

ModernKeePass (for Windows Tablet 8.1 / 10)
KeePassPPC & KeePassSD (for PocketPC / Smart Devices)
Tusk (for Chrome, especially Chromebook)

KPD (for BlackBerry 10 / PlayBook)

KeePassB (for BlackBerry 10)

KeePassB (for BlackBerry)

KeePassMobile (for J2ME / mobile phones)

KeePass)2ME (for J2ME / mobile phones)

KeeWeb (for web browsers, also offline)

BrowsePass (for web browsers, also offline)

Kee Vault (for web browsers)

KeePassaWeb (for web servers, serving to front-ends)
Export to Keyring (for Palm 0S)

KPCLI (command line interface; see also KPScript)

290<Y0@0UOnYEEG GO E Xt @R @

Image 1.2 - KeePass download area

on the



| will download the version for Mac OS (MacPass), which is the platform
| am using. Now, install and create a new database.

MacPass Edit View Window Help
New Database NEN

Open... #0
|  Open Recent >

Close #EW

Revert To >

Share >

Import >
Export >

Image 1.3 - Creating a password database

Now MacPass already has password groups, such as Windows,
Network, Internet, Email and Homebanking. You can create others or
delete those. In the example below | will create a password in the
Windows group.

Image 1.4 - New Password

Here at MacPass, when clicking New Entry, | was asked if | would like to
create the password for accessing the Password Vault. As the image
below:



...................................

aaaaaa

wwwwwww

cccccc

Image 1.5 - Password to access the Password Vault

You will see the fields for creating a password and creating a Password
File (KeyFile). Creating a password for the password vault leads us to a
problem: as we are creating a Password Vault to avoid sharing a
password that will end up on some post-it on the network administrator's
monitor. So | recommend using the Password File and making a control
through GitLab (software repository manager based on git). GitLab is
also Open Source and excellent for versioning software. It can be used
to manage changes to your Password Vault and your Firewall file, as we
will see in the next chapter. However, installing and using GitLab is
outside the scope of this book. The idea is quite simple: generate the
Password File and place it in the GitLab project together with the
Password Vault database, in such a way that only project members can
have access, both to the Password Vault bank and the Password File.

Continuing with password creation, KeePass (or MacPass) already
creates a password for you, which can be seen by clicking on the icon

@ next to the password field. However, | recommend changing the
password by placing it in accordance with its Information Security Policy,
in terms of size and complexity.
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Image 1.6 - Password creation

Untitled —

Title Username ~ Password

&8 Administrador de Rede Administrador eseccace
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1 Length: = [12 |
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Notes
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Rede Windows.

Image 1.7 - Generate button

By clicking on Generate,
your needs.

you can customize the

password according to



1.2 Second Authenticator Factor

Understanding the importance of the second authentication factor, we
will implement it on a Linux server. Later, we will install other solutions
and make security configurations and all of them will occur in the Linux
environment, so | recommend that you install a virtualization
environment, such as VirtualBox, and download the Linux Debian
version 9 (the latest version available when writing this book).

Why Debian? First of all, because Debian is, among all Linux other
distributions, one of the most faithful to the Open Source movement. In
addition, it is extremely stable, secure (as long as it stays up to date) and
easy to use. If you want to use another distribution, there will be no
problem.

The Linux OS installation is available in Appendix 1.

After installing the Linux OS, we go to the commands necessary for us to
implement SSH access with two-factor authentication.

Internet Sharing
@ Share with my Mac
Bridged Networking

@ Autodetect

@ Ethernet
@ iPhone
@ Bluetooth PAN

Image 1.8 - Wifi network IP



& Debian9

red_L1ft for
UP, LOKWER _LIF:

Image 1.9 - IP 192.168.15.7

Ter al — bash — 62x156

Image 1.10 - ssh on server 192.168.15.7

First, let's install the google-authenticator no Linux:
apt-get install libpam-google-authenticator -y

Then, run the google-authenticator: google-authenticator

-authenticator

s to be time

Image 1.11 - execution of google-authenticator

When answering y to the question, a QR Code and emergency codes
will be generated, as a backup of the QR Code.



diego@googleau ssh —87x54

OL40RHNPEOZHYZE

Do ant me to update your “"Jfroot)

Image 1.12 - QR Code

e_authenticator” file (y/n) 0

Use your cell phone, with the second factor authentication application,
and enter the secret key or scan the QR Code.

googleauth

135 330

root@googleauth ¢

Image 1.13 - app on the cellphone

When using the application, you will now have a token like the one in the
image above.

There will be five questions, the first, when answering y, made the QR
Code and emergency codes appear. The second question about



creating a hidden file in the home of the user who is installing google
authenticator. Type y, it is in this file that will be checked if the

the code that was entered is correct at the time of login via ssh. The third
wants to know if multiple users will be able to use the same token. Type
y, as the idea is that only team members share the token and access to
the Password Vault. The penultimate wants to know if there will be an
increase in the time window in case of time synchronization problems on
your server. For our book, where we have not yet configured an NTP
(Network Time Protocol) service, something we will see in the Hardening
chapter, type y. Finally, type y to block multiple login attempts.

We finished the installation part, now we have to configure the SSH
service to use the password (something you know) and the token
(something you have). First edit the file

/etc/pam.d/sshd.

Place below the @include common-auth the auth required
pam_google_authenticator.so.

@include common-auth

auth required pam_google_authenticator.so

Image 1.14 - /etc/pam.d/sshd

Save and edit the file now /etc/ssh/sshd_config. For this book only, to
facilitate the process, enable ssh access with the root user:
PermitRootLogin yes. After, ChallengeResponseAuthentication yes.
Save the file and restart the ssh service: service ssh restart

Let's test, open a terminal and try SSH access with the root user on IP
192.168.15.7:



‘® Terminal — bash — 80x24
5 -1 root

Image 1.16 - successful login

1.3 Resume

We have seen that password management is important in network
administration and also in your home. Yes, | strongly recommend that
you use a password safe for your home passwords as well, making you
diversify your passwords and make them more complex. The Second
Authentication Factor is also something to be considered for use on your
network (corporate or not), because as we have seen this makes it
difficult and can make it impossible for third parties who may have
discovered their passwords.



2 - Firewall

Now let's talk about edge security. Edge refers to data entering or
leaving your network. Also known as a network perimeter.

Currently, it is argued that the perimeter is no longer your Edge Firewall,
but your cell phone. With the new wave, Internet of Things or simply loT,
anything with IP and access to external networks can be a new
perimeter. Why your cell phone? Because people practically work on
their cell phones: they access the intranet, email, vpn, etc ... So your
network can have many perimeters and the vulnerabilities start to
multiply. In any case, there will always be a perimeter, which is exactly
where the Firewall enters.

When you think about Firewall, at least in my head, the first thing that
comes up is Iptables. Iptables is a user interface tool that allows the
creation of rules from the Netfilter module, which provides the Linux
Operating System with the functions of Firewall, NAT and log. | do not
know how much knowledge you have in relation to Iptables, but | already
say that it is not trivial to use it without the use of tools such as Firewall
Builder, which we will talk about later.

Anyway, let's go to the basics of Iptables. Iptables sees only IP and Port,
not understanding layer 7 of the OSI model (Application). Nothing
prevents you from installing a Squid so that you have better visibility of
the layer, but the scope of the book is to set up an Iptables Firewall
through the Firewall Builder and still implement a basic Shell Script for
blocking Countries, something that can avoid a lot of pain Of Head.
Iptables works with tables: Filter, NAT and Mangle.



e In the Filter table are the rules for blocking or releasing network
packets, that is, it is the table that actually does the main functions
we want in the Firewall. It treats packets that are forwarded to the
Firewall as the final destination (INPUT chain), that are generated
in the Firewall and leave (OUTPUT chain) and those that are
forwarded and cross the Firewall (FORWARD chain).

e The NAT table has tasks such as changing the source (SNAT),
destination (DNAT) IP addresses, masking (MASQUERADE) and
redirecting packets (REDIRECT).

e Finally, the MANGLE table, which has special rules such as ToS
(IPv4 header service type).

To see the iptables rules in linux, just type, as root or using sudo, the
iptables -L command.

Chain INFUT (policy ACCERT:
target prot opt source destination

Chain FORWARD fpolicy ACCEFRT)
prot opt source destination

1 OUTRUT (pol =

H

prot unt-5ﬂurce destination

Image 2.1 - Output of the iptables -L command

See that in the example above there are no rules in our Iptables Firewall.
Creating iptables rules by hand is not very productive and nothing trivial
even more when Firewall rules start to grow with the demands of the
network in the corporate environment, so let's learn how to use Firewall
Builder to create Firewall rules just by dragging objects.



2.1 Firewall Builder

It is an excellent tool for creating Firewall rules, making the process
much easier than the traditional one, through Shell Scripts with the rules
in sequence and in droves. It is actually still the same, through shell
script, but Firewall Builder does all the work for you. Download it on the
website http:/fwbuilder.sourceforge.net.

Screenshots Blog Sourceforge

%% FirewallBuilder

= - . - pe = £} .
Fome Are you still managing firewalls from the command line?
= Features
o Bianefits Does this sound familiar?
= How it Works You need to make a firewall update, but you are not sure of the exact command you need, so you: Search for
documentation. Scour forums. Trawl through wikis. Hours go by. Finally, something that looks like the right
= Support command! Try it out. Oh, didn't work. Back to searching...
= Documentation Been there? Well, no more.
= About Us Firewall Builder makes it easy to configure your firewalls. Our application is trusted by thousands of users to help
them manage their production firewalls. Why? We're glad you asked.
Shortcuts Simplicity Flexibility Time Savings
= Quick Start Guide With features like shared objects, Firewall Builder supports a wide The easy-to-use GUI, multiple
= Users Guide 5 drag-and-drop GUI, and search- range of firewall platforms, including  platform support, and make-it-easy
: and-replace, tasks that used to be Cisco ASA & PIX, Linux iptables, features let you forget about typing
= Firewall Builder Licensing time-consuming and frustrating are BSD pf and many more. You're not commands and instead focus on what
= Supported Firewalls now simple and straightforward. confined to one platform—or locked  traffic your firewall policies should
into a single vendor. allow or deny.

Firewall Builder lets you manage multiple firewalls from a single application
Firewall Builder 5

Notable features include: Linux iptables
firewall ASAJPIX
= Keywords for tagging objects B ¥ .7 - - HA Cluster
. S ———
= Dynamic groups T)s a5 ® .. oy EEESS P
= User defined subfolders B Bl e * @ i inierngt < )
= PF configuration import - TR R RO == (Q_V))

Timig s Router
You can find mere information in g [3% ACL
the Release Notes Builder ASA[PIX
OpenBSD pf S HA Cluster
firewall .

Complete list of supported platforms

Copyright ® 2000-2012 NetCitadel, inc. All rights reserved.
Using fres CSS Templates.

Image 2.2 - WebSite from Firewall Builder

Sad information appears at the bottom of the website: the Firewall
Builder has been discontinued since 2012. However, still presenting
some bugs, it meets perfectly, even in corporate environments. I've been
using it for years and | have nothing to complain about.


http://fwbuilder.sourceforge.net/

The first step then is to create a Linux machine that will be our Firewall.
The idea is that our Firewall is a gateway to two networks (corporate and
DMZ). In the corporate we will have a machine that will play the role of
the user, in the DMZ we will create a web server and a reverse proxy,
which we will create in the respective chapter. Create the virtual machine
with three network interfaces, the first in bridge mode, to get a valid IP
from your wi-fi router. This way you can install Debian and its updates.
The other two interfaces will have the IPs configured by the Firewall
Builder.

| created the virtual machine that will be our Firewall, as shown in the
image below.

e -a
-7-amdod #1 ZMF Debian 4.9, 110-3+debfu2 (2015-88-13) x86_64 GHU/LInux

Image 2.3 - Firewall Debian 9

There are three network cards: the first is configured as Bridged
Networking, so it will take an IP from my internet router, which will be the
gateway of the FW (Firewall). The other two will remain as a Private
Network, therefore only visible in the virtual environment. To make things
easier, we will work with / 24 mask. So our networks will look like this:

e Corporate (172.16.1.0/24)



e DMZ (192.168.1.0/24)

e Firewall IP on the wifi router's network via DHCP (192.168.15.30).
Probably yours will be different.

e Firewall GW (192.168.15.1). This is the IP of my Wi-Fi router.

With the networks defined, we go to the Firewall Builder.

@®
s B
0

I
o
Fi

a
5

Image 2.4 - Firewall Builder

At that moment we have to create our firewall object, clicking Create new

firewall. s



[ ] I Firewall Builder
¥y H I - ~ % ¥

Open  Save : NewObject Find Object Compile  Install

Filter: Name of the new firewall object: Firewall
Library:  User Choose firewall software it is running: iptables u
ije{c( Choose OS the new firewall runs on: | Linux 2.4/2.6 w
v @ User
[Z Clusters Use preconfigured firewall templates
£ Firewalls
» [E] Objects
» [ Services
£ Time
in
w
Back “ Cancel

Image 2.5 - Create FW

Choose a name, FW type and kernel. Having stopped in 2012, Firewall
Builder only offers the 2.4 / 2.6 kernel option, but that is irrelevant.

® I Firewall Builder
yH ® QN &

Open Save  NewObject Find Object = Compile Install

Next step is to add interfaces to the new firewall. There are two ways to do it: using SNMP query or
Filter: manually. Adding them using SNMP query is fast and automatic, but is only possible if firewall runs
SNMP agent and you know SNMP community string 'read'.

Library: | User
Object
v B User ) Configure interfaces manually

(£ Clusters Use SNMP to discover interfaces of the firewall

=] Firewalls

S g ?Ebr{fii‘:s SNMP 'read" community string:
Time

Firewall IP address

<Back | QNSRS Finish Cancel

Image 2.6 - Configuration of network interfaces

Choose manual configuration. Then click on the icon

¥ that appears in
the upper left corner to appear the screen below.



@ X Firewall Builder

Open Save  NewObject Find Object  Compile Install

'Name' corresponds to the name of the physical interface, such as 'eth0', 'fxp0', 'ethernet0’ etc.

fied 'Label’ is used to mark interface to reflect network topology, e.g. 'outside’ or 'inside’. Label is
Library: | User mandatory for PIX firewall.
o - -
Object
v [ User )
[E Clusters Name Label:
> % gt',?:v;'s" Type: | Static IP address 8
» [ Services
2 Time Add address

IP Address Netmask Type Remove

Interfaces with the type set to 'Dynamic IP address' get IP address by means of DHCP or
PPP protocol and do not require an address here. Interfaces with the type set to 'Static IP
address' have statically configured IP address which should be entered on this page.
Interface can have several IPv4 and IPv6 addresses.

Comment:

<Back | Next>  (EiRiShg Cancel

Image 2.7 - Creation of network interfaces

In Debian 9 the naming of the network interfaces is different. Instead of
being eth0, eth1, etc ... it's ens, enp, etc, give the command dmesg
|grep eth and see the names of your interfaces. Enjoy being in the
virtual machine and, as root, create a folder in /etc called fw, because it
is the default Firewall Builder directory to copy, via ssh, the shell script
with the iptables rules. (mkdir /etc/fw)

| set ens33 or eth0 to 192.168.15.30, which is the IP that DHCP on my
wi-fi network gave to my FW on the bridge interface. It will be the GW for
the internet.

The other interfaces will follow the scheme | mentioned above.



'Mame' corresponds to the name of the physical interface, such as 'eth0’, 'fxp0', 'ethernet0' etc.
'Label' is used to mark interface to reflect network topology, e.g. 'outside’ or 'inside’. Label is
mandatory for PIX firewall.

+ Lens33 *
Name: ens33 Label: eth0
Type: = Static IP address ﬁ

Add address

Type Remove

E Remaove

Netmask

IP Address
1 192.168.15.30

Interfaces with the type set to 'Dynamic IP address' get IP address by means of DHCP or
PPP protocol and do not require an address here. Interfaces with the type set to 'Static IP
address' have statically configured IP address which should be entered on this page.
Interface can have several IPv4 and IPvE addresses.

Comment: CW Internet

Image 2.8 - Interface GW Internet

After creating the first interface, the others are created by pressing the
right mouse button on the FW object.

® ® Collapse K Ficewall |
¢ #H ) < . Edit
Open Save - NewObject Find Object Duplicate ... >
| Move ... > E
Co
Filter: Eutpv
Library:  User Paste Direction Ac
Object | Delete
v [Z1 Firewalls
CINCN = Newinterface |
:’ﬂ_ilf\‘ [El New Policy Rule Set
Bouting New NAT Rule Set
v B ens33 (eth0) Find
> Firewall:ens33:ip Wh d
» [Z] Objects ereuse
» [Z] Services
& Time Group
+  Keywords >
| New cluster from selected firewalls =0 1
Firewall / ens:
B E
Compile
i P Install
' Name: Firewal Inspect amment here
- LK X
E Lock
=4 4 !
é Address:  192.16 Grlack
Netmask: 255.255.255.0 B
=)
= Resolve Name

Image 2.9 - New network interfaces



®o & Firewall B

°N ]
JH & 2 SN %

Open  Save MNew Object  Find Object Compile  Install

Filter: +

Library:
Iy ,Us,e,r s Source Destination Service Interface Direction Actit

Object
v @ User
=1 Clusters
v [Z] Firewalls
v Bm Firewall
Policy
NAT
Routing
v & ens33 (eth0)
P Firewall:ens33:ip
v ens34 (ethl)

'P  Firewall:ens34:ip

» (& Objects
» [ Services
= Time
[ User / Firewalls | Firewall / ens34
'I . Name: Firewall:ens34:ip Corporativa
s LA &
=) Address:  172.16.1.1
=5
o
Netmask: 255.255.255.0

=l
= Resolve Name
[ e

Image 2.10 - Corporate network

® o I Firew

> ®

Open Save @ NewOhject Find Object . Compile Install

G
Filter: | +

Library:
Ly » User Il Source Destination Service Interface Direction

Object
v @ User
] Clusters
v [ Firewalls
v B Firewall
Policy
NAT
Routing
v B ens33 (eth0)
[ Firewall:ens33:ip
v B ens34 (ethl)
i, Firewall:ens34:ip
v B ens35 (eth2)
IZ, Firewall:ens35:ip
» 1 Ohiarte

{ User { Firewalls / Firewall / ¢

' I ‘ Name: Firewall:ens35:ip DMZ|

aee
Address:  192.168.1.1

Qutput

Netmask: 255.255.255.0

Resolve Name

Editegy Find

Image 2.11 - DMZ



With the network interfaces created, let's face the rules in the Policy
table. But first, double-click the left mouse button on the ens33 network
interface (ethO) and enable the field Management interface. This
causes the FW rules to be transmitted from Firewall Builder to FW
through this interface.

In my opinion, the best FW policy is denying everything and releasing
only what is necessary. So our first rule will be precisely that of denial.

Just click on the Policy table and then on (" . See that the default rule
created is exactly the one we wanted, denying EVERYTHING, with all

fields in ANY and Action in OD‘*""’ . Another good practice is to always
leave the Options field with Log enabled, to allow forensic analysis or
even to check FW traffic.

eoe I Firewall Builder

Filter: e Firewall / Policy

Any Any Any Any @& Both ‘Deny Any [%Iog

IP, Firewall:ens35:ip
» [ Objects
= i

Image 2.12 - Policy1

We will create the basic rules so that we can, for example, make a ssh in

the FW to manage it. Just press the '™ or with the right mouse button in
the left corner of any FW rule and Insert New Rule. We will use the
Firewall Builder facilities to create a rule that releases the SSH (Secure

-~

Shell) service with any source (any) for FW. Just go to Find Object e
and look for the service. You can search for the SSH name or port 22.
When you find it, just drag the object #* ssh for the Service column of
the rule.



We already have the service, now the object that will occupy the
Destination column is missing, which in our example is FW. Just drag
the object ®a Firewall or just the IP of the FW that we want to enable
SSH access, being a safer option, because if we drag the entire FW, we
will enable SSH on all of its interfaces. | will just drag the IP of the
interface | called ETHO, as it is the IP that is on the same network as my
wi-fi router and | will be able to administer my machine external to the

virtual environment. To finish, just enable the Action column to @‘ﬁ‘mm.
The ready rule will look like this:

Source Destination Service Interface Direction Action Time Options Comment
Y . Tep) 1T ini
Any !f. Firewall:ens33:ip » ssh Any @?Bﬂh @Accept Any %Iog ssh para administrar o FW

1 Any Any Any Any @g’ Both ODeny Any [%Iog

Image 2.13 - Rule ssh

See that | put a comment on the rule, also a good practice. The rules

must be above the rule ODE“", because the FW reads the rules from
top to bottom. Let's try it out. For that, it is necessary to install these
Firewall Builder policies on the Debian machine that will be our FW. We
will do everything as root, but just to make things easier in the
virtualization environment for this book. In production it is recommended
to create a user with sudo powers in Debian and install the FW with it.

& &
That said, click «=« , to compile and check for errors, and then wa .



eace ) |

Firewall & Progress Firewalls: Firewall
Fire... Success

| Process log

L‘rnpulng rule Sers Tor nrewali: rirewan

fUsers fudemy/Desktop/fwbuilder-5.1.0.3599.app/Contents/
MacOS/fwb_ipt -v -f [Users /udemy/Documents /livro.fwb -d
fUsers fudemy/Documents -o Firewall.fw -i id2391X1538
*** Loading data ...

done

Compiling ruleset Policy for 'mangle’ table

Detecting rule shadowing

Compiling ruleset Policy for ‘filter’ table

Detecting rule shadowing

processing 2 rules

rule 0 (global)

rule 1 (global)

processing 2 rules

rule 0 (global)

rule 1 iglobal)

Output file name: Firewall.fw

Compiled successfully

Compile time: 00:00:00

Inspect generated files Save log to file
stop

< Back Next > _ Cancel

Image 2.14 - Expected build result

Install options

Install options for firewall 'Firewall'

User name: root

Password or passphrase: ssssss

Remember passwords

Check this option if you want to install all remaining firewalls automatically using the
same user name, password and other parameters. This only works if you use the same
user name and password to authenticate to all these firewalls.

Perform batch install

Address that will be used to communicate with the
firewall: 192.168.15.30

Quiet install: do not print anything as commands are executed on the firewall
Verbose: print all commands as they are executed on the firewall
| Store a copy of fwb file on the firewall

Image 2.15 - Fw installation screen



Installing policy rules on firewall Firewall'

Firewall & Progress Firewalls: Firewall
Fire... Installing .. Installing .

You are connecting to the firewall 'Firewall’ for the first time. It

has provided you its identification in a form of its host public

key. The fingerprint of the host public key is:
"SHAZ256:rnKRILb9yBWXLENZz4tquzURcOR9kZwLt6ocQy3prrig.”

You can save the host key to the local database by pressing

YES, or you can cancel connection by pressing NO. You should itents
press YES only if you are sure you are really connected to the

firewall ‘Firewall'.

ﬂ No | can't

| SHA256:mKRILbOyBWXLENZ4tquzURCORSKZwLt6ocQy3prilg.

Inspect generated files Save log to file
Stop
< Back Next > Cancel
F
Image 2.16 - Establishing ssh to install FW
®ec® i
Installing policy rules on frewall Firewall1*
Firewall 4 Progress Firewalls: Firewalll
Firew... Success
Process log
root@LU. 15.0.9%'s password:
5SH session terminated, exit status: 0
Firewall Builder GUI 5.1.0.3599
root@10.15.0.95's password:
Logged in
Activating firewall script generated Wed Apr 3 11:33:23 2019
by diego

Running prolog script

Verifying interfaces: ens33 ens34 ens35
Rule 0 (global}

Rule 1 (global)

Running epilog script

Policy activated

Connection to 10.15.0.95 closed.

SSH session terminated, exit status: 0
Firewall policy successfully installed

ect generat

Save log to file

< Back Next > |UFimishiy| = Cancel

ro-de-Die

Image 2.18 - Login ssh on FW



If everything went well, it is now possible to access SSH on your FW. If
not, some configuration was missing and redo the procedures described
in this chapter.

Only SSH is enabled, try other services like Telnet (port 23) or a PING.
They will be blocked by the FW in the last rule. To see the FW logs, do
the command: tailf /var/log/syslog

Another interesting command to do in FW is the iptables -L. This
command lists the FW rules and sees how many rows and FW tables
you would have to manipulate by hand (editing a shell script). It's way
easier for Firewall Builder.

To test the NAT table, we will create a client machine on the
172.16.1.0/24 network and make it go out to the internet through NAT in
FW.

| will create, in the virtual environment, a Debian with a graphical
environment to be the client machine. It will have the ip 172.16.1.10.

Activities 3¢ Settings ~ Wed 16:00

2 %
I . ‘ Wired x
Details
IPv4
a - B ) |
2 N dentity Addresses Manual -
IPve Address  172.16.1.10
Reset
Netmask | 255.255.255.0
Gateway 172.16.1.1
45
DNS Automatic m
Server Il‘l.l‘JJ | ]
+
EE ‘ Cancel Apply |;

Image 2.19 - Network configuration of the client machine



See that | put the IP of the FW as a gateway. The DNS got an IP from
the internet. Let's make the rules in FW for this machine to surf the
internet.

Activities &) Firefox ESR = Wed 16:06
Server Not Found - Mozilla Firefox x
44 Server Not Found X | £ Server Not Found X |+
Cc o @ hitps:/fwww.mozilla.org/privacy/firefox/ e @ I @ =

Hmm. We're having trouble
finding that site.

We can't connect to the server at www.meozilla.org.

If that address is correct, here are three other things you
can try:

* Try again later.

s Check your network connection.

= |f you are connected but behind a firewall, check that Firefox
has permission to access the Web.

Image 2.20 - Without FW rules, without internet access

Activities [ Terminal ~ Wed 16:13

diego@cliente: ~

File Edit View Search Terminal Help
root@cliente:/home/diego# ping 172.16.1.1

PING 172.16.1.1 (172.16.1.1) 56(84) bytes of data.
]

Image 2.21 - PING attempt at FW

Image 2.22 - FW log denying PING (ICMP type 8)



Let's go to the rules in Firewall Builder:

UL
v ] Networks
L corporativa
» [ Services
£ Time

[ User f Objects [ Networks / corporati

g Name: corporativa rede corporativa

Address:  172.16.1.0

uuTput

Netmask: 255.255.255.0

SSuR Fin

Keywords... No keywords

Image 2.23 - Network object creation

In rule number 1 below, we put the corporate object in SOURCE and in
DESTINATION the rfc1918-nets object. This object refers to local
networks, with IPs that are not routed on the Internet. See that there is
the option Negate by right-clicking the object. When enabling this option,
an x will appear in the lower left corner of the object, as shown in the
image below. By denying the rfc1918 object, we are saying that this rule
will only apply when the corporate network tries to access an IP that is
not internal, therefore an Internet IP.

Filter: + Fi
Library: | Standard ﬁ Source Destination Service Interfa
Object g Any I?_ Firewall:ens33:ip E?‘{ssh A
" e %aad:?d %‘cnrpﬂmtiva@ rfe1918-| Edit A
D Any | e |
% Firuei::Irlss C Any Any Paste B

v [ Objects Delete
» [[] Address Ranges

{1 Address Tables Where used
» [ Addresses Reveal in tree
=] DNS Names
v & Croups Negate
& ipv6 private g
@ rfc1918-nets Compile Rule X
» [ Hosts

» [E] Metworks
F [E] Services
[ £ Tima

Image 2.24 - Object RFC1918-nets



0 Any i?' Firewall:ens33:ip '_amr";ssh Any ?& Both @Ac:epl Any {%Ing ssh para administrar o FW

1 gmrpmmiva yrf(lgls—nsls ;C:?}hup Any ?& Both @A((em Any [%?’Ing acesso a internet da rede corporativa
e

ﬂf)hltps
#3DNS
2 Any Any Any Any ?& Both oDenv Any {%Iug

Image 2.25 - Rule 1 ready

The corporate network Internet access rule is listed above. We released
HTTP, HTTPS and DNS services. However, NAT is still missing,
because without it, you will not be able to navigate.

Filter: 5 Firewall / NAT N
Library: | User Originalsrc Original Dst Original Srv_ Translated Src Translated Dst Translated Srv Interface In _Interface Out _Action
Object o @m.pumiva?mmsmm Any 1P Firewallens33:ip  Original Original  Auto Auto k\-'r. I
] Clusters
v [ Firewalls

v Ba Firewall

Y
in
»H 3 (eth0)
| 4 (eth1)
> = 5 (eth2)
» Ba Fi
v [ Objec
E Ad
[Z] Address Tabl
» 1 Addra

/ User / Firewalls f Firewall / NAT  rule #0
=

Image 2.26 - Rule NAT ready

The NAT rule was as above. Origin to corporate network, destination
rfc1918 denied and translating origin to IP 192.168.15.30 (IP of the FW
ethO interface). Now it's compiling, installing and testing.

Activities ) Firefox ESR + Wed 17:24
Welcome to Firefox - Mozilla Firefox x
@ Welcome to Firefox X | BB Firefox Privacy Notice — % | +

« - C @ @ @ hitps:/iww - Q7 n o

mozilla.org/en-LS/firefox/60

Enter your email

Ta ke Fl refOX W'th to continue to Firefox Sync

Get r bookm t ! and ‘ E ‘

By proceeding, you agree to the Terms of

Service and Privacy Motice.

Image 2.27 - Client machine browsing the internet



"R E-I%‘T;il E\-F' IIF'.GF:IEI“ )

Image 2.28 - FW log accepting https and dns

2.2 Blocking Countries

One of the tools that state-of-the-art Firewalls (e.g. Checkpoint and Palo
Alto) offer, with their so-called Next Generation Firewalls, is blocking of
countries, which is often very useful for the Network Administrator to
avoid having troubles. In order to implement this tool in our FW, we will
use the tool ipset, a text file with the IP of all countries
(https://pkgstore.datahub.io/core/geoip2-ipv4/geoip2-ipv4_csv/data/Secd
20f7df0f626a2270b71d4c725630/geoip2-ipv4_csv.csv) and a shell
script.

The first step then is to install the ipset. For this, the command apt-get
update && apt-get install ipset. But first it is necessary to release our
FW to access the internet with apt-get. It's basically releasing http, https
and DNS for our FW.

Object O Any 1P Firewall 1:ens33:ip s ssh Any g% doth @Accept  Any [ log ssh para administrar o FW

2, FirewallLl:ens35 = =
v £ Objects ! i corporativa P rfc1918-nets  Khhttp  Any ¥ oth @Accept  Any [Slog 2cesso aintemet da rede corporativa
(51 Address Ranges by
5] Address Tables A3 https
(] Addresses g
] DNS Names &g ONS
£ Groups i 7 8 5 1 og apL-get no FW
T Bgriewal  @fc1918-nets Fhhup  Any 4% oth @Auep: Any [glog
& 2 hetps
2
&1 DNS
3 Ay Any Any Any g% soth (@peny Any [Z1og
| User [ Time / Time interva
N L" Name: | Apt-get| Start date: 4/3/2019 -] Enter comment here
Start time:  18:43 3

End date:  4/3/2019 ﬁ
End time:  19:00 <

I Mon |Tue Wed Thu [Fri Sat Sun
Keywords...  No keywords

Image 2.29 - Rule apt-get with object TIME

| took the opportunity to use a time object, so the rule will be
activated/deactivated on the date/time that | specified in the object. It can
be useful in some cases.


https://pkgstore.datahub.io/core/geoip2-ipv4/geoip2-ipv4_csv/data/5ecd20f7df0f626a2270b71d4c725630/geoip2-ipv4_csv.csv
https://pkgstore.datahub.io/core/geoip2-ipv4/geoip2-ipv4_csv/data/5ecd20f7df0f626a2270b71d4c725630/geoip2-ipv4_csv.csv

0 Any :i Firewall:ens33:ip Aia ssh Any ﬂ&Bmh @Accep{ Any [%?'Ing ssh para administrar o FW

1 é‘curpumiva @ﬁ(lsls—nsls T2 hiep Any ﬂs'ﬂmh @A((Ep{ Any [%Iug acesso a internet da rede corporativa
7‘r ?, https
&7 DNS
By Firewall @ rfc1918-nets T:D http Any ﬂ& Both @Accept @ [%Iog apt-get no FW
Tnﬂ?',hr{us
4 DNS

3 Any Any Any Any @3 Both ‘Denv Any [%?’Iug

Image 2.30 - Insertion of rule 2

Ipset (http://ipset.netfilter.org) is an excellent tool that works inside the
kernel to store IP, network and port. It makes use of HASH functions to
expedite the consultation of this storage. The idea is, through the shell
script, to search for the chosen country and store it in the ipset. Then we
will insert the rules into iptables so that the FW will consult the ipset for
each INPUT, FORWARD and OUTPUT. If the IP is in the ipset, the FW
will block it.

Let's start by creating a table that will store the networks of the countries
we want. The command is as follows:

e ipset create <name-of-list> hash:(net/ip/ip,port) hashsize 4096

We will use the list-name as blacklist-net, but it could be any name.
Blacklist because the IPs or networks that are on the list are not
welcome and net to identify that the list deals with network addresses.
Then we have to decide what kind of data we want to store, we have
three options (net, ip and ip / port). As we’ll make a network list, we'll
choose net. The last parameter concerns the size of our capacity to
store networks, which is 4096. So, finally, the complete command will
look like this:

e ipset create blacklist-net hash:net hashsize 4096



Terminal — bash — BOx24

ipset create blacklist-net hash:net hashsize 4096

Image 2.31 - create blacklist-net

. & Terminal — bash — 80x24

e 4036

roo @t ~F

Image 2.32 - ipset list

After creating the blacklist-net, | used the command ipset list to list the
created list. Of course it's still empty, so let's create Shell Script. Let's
create a file called bloqueio-pais.sh on /root.

Terminal — ssh — 62=8

root@fw:~# nano bloqueio-pais.sh

Image 2.33 - bloqueio-pais.sh



Now put the Shell Script below:

rm geoip2-ipv4_csv.
t https://pkgstore.datahub.io/core/geoip2-ipvd/geoip2-ipv4_csv/data/5ecd2@f7dT@T626a227@b71d4c725630/geoip2—ipvd_csv.csv

PAIS_BLOCK_VAR oot/PAIS-BLOCK-VAR.var"
TODOS_PAISES="/root/geoip2 :

echo

echo

echo "digite o nome do pais:"
read pais

busca=%(cat "$TODOS_PAL

if [ ! -z "$busca"
echo - ja \ 94mLiberar “e[39m$pais * (l/b)"

|awk =F',' ‘{print $1}

done

elif [ "$resp” == "1" 1;
cat "$TODOS_PAISES' rep —1 / i |awk =F',' ‘{print $1} "$PALS_BLOCK_VAR"
for iin §

ipset d

echo -e "§pais

done

nano blogueio-pais.sh

chmod u+x blogueio-p

Image 2.35 - Execution permission to the owner



The Shell Script and the files used in this book are available for
download at
https://drive.google.com/drive/folders/1lc6igZ19oFIhwAw8-gEKj6DDdjUd
hnXS?usp=sharing.

To run, type ./bloqueio-pais.sh. Shell Script downloads the list of
countries from the internet, asks which country to block or release (the
name of the country has to be in English), searches for the country in the
downloaded list and, if it finds it, blocks or releases it according to the
choice.

Terminal — ssh — 126x39

»] 10.14M 5.15MB/s

[digite o nome do pais:

Terminal — ssh — 125

re.datahub.io/cC

lat

019-04-04 20:15:48 (5.49 MB/=)

e o nome do pais:

ol

Image 2.37 - block Brazil


https://drive.google.com/drive/folders/1lc6iqZ19oFIhwAw8-qEKj6DDdjUdhnXS?usp=sharing
https://drive.google.com/drive/folders/1lc6iqZ19oFIhwAw8-qEKj6DDdjUdhnXS?usp=sharing

2019-04-04 20:15:48 (5.49 MB/s)

: o nome do pais.

oL brazil ¥ (b}

Image 2.38 - List of blocked IPs

If you want to release it, just run the script and put the letter |. Bearing in
mind that for the time being this is not enough to block the country, the
FW has yet to "tell" that it should consult the blacklist-net table for each
INPUT, OUTPUT and FORWARD. For this it is necessary to execute the
following commands:

iptables -l INPUT 1 -m set --match-set blacklist-net src -j DROP
iptables -| FORWARD 1 -m set --match-set blacklist-net src -j DROP
iptables -l OUTPUT 1 -m set --match-set blacklist-net dst -j DROP

See that the commands insert into iptables, at the top of the INPUT,
FORWARD and OUTPUT chains, so number 1, rules that compare the



IPs that travel with our blacklist, if there is a match, the ip will be blocked
(DROP ).

[ NoN Terminal — ssh — 125x39

Image 2.39 - blacklist-net on iptables

| put the commands in and listed to check if they were in the FW. Now
we are going to test on our client machine that was accessing the
internet normally. Let's see what happens with the blockade in Brazil.

CNN International - Breaking News, US News, World...

B CNN International - Breal X | + « Server Not Found X =
<« C Oan <« X uol.com.br
I' Hmm. We're

having troubl

BREXIT WATCH - Brexit happens In

7d 21h 9m finding that s
'Pu" up, pu" up:' g:izrr:g:nnectto the serve
Pi IOtS' des perate If that address is correct, h

¢ Try again later.

battle revealed three other things you can

* Check your network coni

e If you are connected but
a firewall, check that Fire
permission to access the

By using this site, you agree to our updated Privac
Y g this site, y g pda acy Try Again
Policy and our Terms of Use.

Image 2.40 - Brazilian website does not open

See that the Brazilian website will not open, as it got caught in the
blockade of FW countries. We will release it and test again.



Brazxil “ {116)

brazil
i et ]

Image 2.41 - country release

UOL - O melhor contetdo - Mozilla Firefc

B CNN International - Breal X | + ® UOL - O melhor conteado X | +

< C | ©anh < C | @& ht uol

UOL HOST UOL MEU NEGOCIO PAGSEGURC

BREXIT WATCH ~ Brexit happensin
7d 21h 4m

'Pull up, pull up:'
Pilots' desperate
battle revealed

ASSINE BATE-PAPO NOTICIAS CARROS ECi

americanas.com

gra

By using this site, you agree to our updated Privacy

nd o erms of Us S

Image 2.42 - Normal access to the Brazilian website



2.3 Resume

The Firewall, even in loT times, is still an important ally in network
security. The less complex it is to configure it, the better for maintenance
by Network Analysts and therefore more security. Firewall Builder brings
this facility, making the task of creating rules and editing them simple.
Just as we did in the password vault, | recommend using Gitlab to
manage the versions of the FW file and keep access restricted to the
project components only. In a production environment it will most likely
be necessary to work with VLAN networks, in this case just install the
vlan package on the FW (apt-get install vlan) and, when creating the
network interfaces in Firewall Builder, put the number corresponding to
the VLAN. Ex: If the ens35 interface (eth2), where the DMZ is, and the
DMZ VLAN has TAG number 30, then the field Name interface will be
ens35.30, that simple. We learned to block countries using an IP list
provided on the internet, Shell Script and the ipset.



3 - HIDS

Host Intrusion Detection System or HIDS is a host IDS, that is, it
constantly checks for possible malicious actions on a server. Unlike
NIDS, whose scope is the network, HIDS operates at the Operating
System level. Any modification of important files on your server,
installation of new software, unsuccessful or successful login attempts
via ssh, etc ... It is an important ally for the Security Analyst, after all, as |
said in the Introduction, to know what happens in your network is vitally
important.

The software | recommend is OSSEC (www.ossec.net). OSSEC is Open
Source and Free, under the terms of the GNU - General Public License.
Works with HASH to check the integrity of the files on the server. It is a
very powerful software, being able to integrate with iptables and take
some specific action. Send notifications by email and also via Syslog.

For this chapter, we will install two new virtual machines, one that will be
our WEB server with OSSEC installed and another that will be our
Syslog. Syslog is a very important service on your network, as it
centralizes all the logs on your network in one place, facilitating the
administration and backup of these logs, if applicable.

VIRTUAL MACHINES

i Firewall

i Cliente

if] Syslog

i WebServer

Image 3.1 - VM


http://www.ossec.net/

At this point, we already have four virtual machines (FW, Client, Syslog

and WebServer).

The FW with three

interfaces (192.168.15.30,

192.168.1.1 and 172.16.1.1), Client with an interface (172.16.1.10),
Syslog with an interface (192.168.1.10) and WebServer with an
interface (192.168.1.20). Remembering that the 172.16.1.0/24 network is
the corportiva and 192.168.1.0/24 is the DMZ.

192.16&_1-20
' 192.168.15.30 ‘ 9
172.16.1.1 .
192.168.1.1
A b=
e
192.168.1.10
172.16.1.10
Corporativa DMZ

Image 3.2 - Network diagram

In order for us to install the necessary packages on the two new virtual
machines, we will need to make the necessary releases on the FW.

o Any 1?_ Firewall:ens33:ip T:?\ ssh

Any ﬁ& Both @A{{Epl

1 iﬁ‘mrpnrmiva y rfc1918-nets '.q_fflz http Any ﬁ& Both @A((Epl
= omz 5% hetps
#73 DNS
2 - Firewall E@ rfc1918-nets E?ﬁ http Any ﬁ& Both @)Auep{

":f_l‘ https
47 DNs

3

Any Any Any Any ﬁ& Both 0 Deny

Image 3.3 - DMZ internet release

0 E(mpormiva E@ rfe1918-nets Any !?- Firewall:ens33:ip

=Fomz

Original

Any [%)’Ing ssh para administrar o FW
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Image 3.4 - DMZ release NAT for the internet



3.1 NTP

FW releases were made with rule 1 and NAT. We will start with the
Syslog server. We will use the rsyslog package, which is a tool that
works well and is easy to configure. Usually it is already installed in
Debian, but if you need to install: apt-get update && apt-get install
rsyslog. It is not enough to have the logs if the date / time is incorrect,
then we will install the NTP (Network Time Protocol) package, which is a
protocol that synchronizes the clock so that it is always correct (apt-get
update && apt-get install ntp).

If it is necessary to change the timezone, enter the command
dpkg-reconfigure tzdata.

Image 3.5 - Configuragao do timezone

In FW, ports 80, 443 and 53 were released, but not 123, which is the
NTP port, without it there will be no clock synchronization. Let's release
it.

1 gcorpara[iva ? rfc1918-nets T;& hitp Any f" Both eMcept Any %Iog acesso a internet das redes corporativa e DMZ

2 oMz 5 https
#3DNS

2 .-Firewall .yrfcﬂls—nets ‘:I'; http Anv.f‘hth.en\uept Anv. %Ieg apt-get no FW
g& https
&3 DNS

Image 3.6 - Release of NTP in the DMZ



After installing ntp and adjusting the timezone, perform the restart of the
ntp service: systemctl restart ntp. Sometimes, even following the
previous steps, the date / time may not be correct, so to force
synchronization, also install ntpdate (apt-get update && apt-get install
ntpdate). To use, stop the ntp service (systemctl stop ntp) and
execute ntpdate <servidor-ntp>. | will use the a.ntp.br server: ntpdate
a.ntp.br. Then come back with the ntp server: systemctl start ntp. To
check the date on the system, enter date.

3.2 RSYSLOG

Now that we've taken care of setting the date / time, let's configure the
rsyslog: nano /etc/rsyslog.conf. Uncomment the lines so that it looks
the same below:

# provides UDF syslog reception
modulef load="imudp" ]
input(type="imudp" port="514")

# provides TCF syslog reception
module load="imtcp")
inputi type="imtcp" port="514")

Image 3.7 - TCP and UDP port 514

The uncommented lines release rsyslog to receive the logs in TCP /
UDP on port 514. After editing the rsyslog file, you must restore the
application: systemctl restart rsyslog.

We will now install a web server on our WebServer. We will install
Apache (apt-get update && apt-get install apache2).



Done
Dane

Image 3.8 - Apache installation

After installing, we can already test if the service is working. Just put the
WebServer IP in the browser and, if everything is right, a standard
Apache page will appear. But first we need to release the http service
from the Corporate network to DMZ.

2 By Firewall @rfclgla—nels T:‘D http Any @@' Both @Accepl Any {%Icg apt-get no FW

T:u https
2.
&3 DNS
3 iE"'EDMZ @ﬁclglﬁ—ne(s l,’::: ntp Any ﬁ& Both @Accepl Any [%;\’Iog servico ntp
iﬁ-‘fcarpnrativa \ﬁ"DMZ T‘CD http Any ﬁ.& Bath @Accep{ Any [%) log acesso http na dmz

Image 3.9 - Rule 4 releasing http

Apache2 Debian Default Page: It works - Mozilla Firefox x

Apache2 Debian Default Pag X | +

< c @ D 192.168.1.20 e »

Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server ¢
installation on Debian systems. If you can read this page, it means that the Apache HTTP s

installed at this site is working properly. You should replace this file (located at /var/www
/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probe
that the site is currently unavailable due to maintenance. If the problem persists, please cc
site's administrator.

Debian's Apache2 default configuration is different from the upstream default configuratior
into several files optimized for interaction with Debian tools. The configuration system is fu
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the me
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as fo

Image 3.10 - Client access to the WebServer page



We already have our Log server (Syslog) and the WebServer working,
now we have to install OSSEC on the WebServer and see it working.
First we will download the OSSEC installation package in the version
compatible with Debian 9. The installation packages are in the
https://updates.atomicorp.com/channels/ossec/debian/pool/main/o/ossec
-hids-server/. We will download
ossec-hids-server_3.3.0.6515stretch_amd64.deb  using the wget
command, which allows downloads via the http / https protocol.

wget
https://updates.atomicorp.com/channels/ossec/debian/pool/main/o/ossec
-hids-server/ossec-hids-server_3.3.0.6515stretch_amd64.deb

Image 3.11 - Download ossec package

Wget only downloads the Debian package. To install, at least here
during the lab, some problems appeared, but if you follow the steps
below at the end we will have ossec working:

1. dpkg -i ossec-hids-server_3.3.0.6515stretch_amd64.deb.
2. apt-get install ossec-hids-server

3. apt --fix-broken install

4. apt-get install inotify-tools

Terminal — ssh — 102x24

Image 3.12 - Ossec installed

Now let's edit the ossec configuration file:


https://updates.atomicorp.com/channels/ossec/debian/pool/main/o/ossec-hids-server/
https://updates.atomicorp.com/channels/ossec/debian/pool/main/o/ossec-hids-server/
https://updates.atomicorp.com/channels/ossec/debian/pool/main/o/ossec-hids-server/ossec-hids-server_3.3.0.6515stretch_amd64.deb
https://updates.atomicorp.com/channels/ossec/debian/pool/main/o/ossec-hids-server/ossec-hids-server_3.3.0.6515stretch_amd64.deb

nano /var/ossec/etc/ossec.conf. The settings on it are in XML format.
Right in the header of the file we have the configuration for sending
email. Very useful, but in this book we will make use of sending
information only by syslog.

Terminal —

GMU nano 2.7 .4 File: /fvario:s

<1 == Q55EC example config -=»

onfigs
B

il notification:no</email notifications:
alx

Image 3.13 - Email configuration

Let's go straight to the bottom of the configuration file to configure the
syslog and see if it is working there on our log server. At the end of the
file add the lines:

<syslog_output>
<server>192.168.1.10</server>
</syslog_output>

Image 3.14 - Syslog configuration

Save the document and run the following command:
/var/ossec/bin/ossec-control enable client-syslog. This will enable
ossec to send messages via syslog. Then restart ossec:
/var/ossec/bin/ossec-control restart. See if when restarting ossec on
the WebServer an alert appears on the Syslog. To do this, go to the



syslog machine (192.168.1.10) and execute the command tailf
/var/log/message.

ol enable client-syslog
sec-control restart

Image 3.16 - syslog receives alert from webserver

Right after configuring the ossec.conf file, enable ossec to send alerts
via syslog and reset ossec-control, a few seconds later our syslog starts
receiving alerts, as shown above. Note that there are changes alerts in
the checksum of /etc/paswd, /etc/shadow, etc ... This happened because
there were actually changes in these files when installing ossec,
because it creates an ossec user in /etc/passwd and, for therefore, it
also modifies /etc/shadow and /etc/group. See that ossec keeps you
informed about everything that happens relevant on your server. Each
alert has a number, which in these cases was 7 (“Bad word” matching.



They include words like “bad”, “error”, etc. These events are most of the
time unclassified and may have some security relevance). The higher
the number, the more concerned you should be.

n/nolaogin

List Mansz
rfrundircd

Image 3.17 - Ossec user in /etc/passwd

3.3 Rules Classification

Rules are classified at multiple levels. From the lowest level (00) to the
maximum level 16. Some levels are not currently used. Other levels can
be added between or after them.

The rules will be read from the highest level to the lowest level.
e 00 - Ignored - No action taken. Used to prevent false positives.
These rules are checked before all others. They include events
with no security relevance.

e 01 -None -

e 02 - Low priority system notification - System notification or status
messages. They have no security relevance.

e 03 - Successful / authorized events - They include successful login
attempts, firewall permission events, etc.



04 - Low system priority error - Errors related to incorrect settings
or unused devices / applications. They have no security relevance
and are usually caused by standard installations or software
testing.

05 - User generated error - They include lost passwords, denied
actions, etc. By themselves, they have no security relevance.

06 - Low relevance attack - They indicate a worm or a virus that
does not affect the system (like red code for Apache servers, etc.).
They also frequently include IDS events and often errors.

07 - Correspondence “bad word”. They include words like "bad",
"error", etc. These events are most often not classified and may
have some security relevance.

08 - First time seen - Include events seen for the first time. First
time that an IDS event is triggered or the first time that a user has
logged in. If you have just used OSSEC HIDS, these messages
are likely to be frequent. After a while they should leave, it also
includes relevant security actions (like starting a sniffer or
something).

09 - Invalid source error - Include attempts to login as an unknown
user or from an invalid source. It may have security relevance
(especially if repeated). They also include errors related to the
“admin” (root) account.

10 - Various user-generated errors - They include several bad
passwords, several failed logins, etc. They can indicate an attack
or a user may have forgotten their credentials.

11 - Health check warning - They include messages about
modifying binaries or the presence of rootkits (by root check). If



you just modified your system configuration, you should be fine
with the “syscheck” messages. They can indicate a successful
attack. It also includes IDS events that will be ignored (high
number of repetitions).

12 - Highly important event - They include error or warning
messages from the system, kernel, etc. They can indicate an
attack against a specific application.

13 - Unusual error (high importance) - Most of the time, it
corresponds to a common attack pattern.

14 - Security event of high importance. Most often done with
correlation and indicates an attack.

15 - Severe attack - There is no chance of false positives.
Immediate attention is needed.

3.4 Rules Group

We can specify groups for specific rules. It is used for reasons of active
response and for correlation.

We currently use the following groups:

invalid_login
authentication_success
authentication_failed
connection_attempt
attacks

adduser

sshd

ids

firewall

squid



e apache
e syslog

These data were taken from the official ossec documentation
(https://ossec-docs.readthedocs.io/en/latest/manual/rules-decoders/rule-|
evels.html).

3.5 Web Server Configuration

Remember that we only configure ossec to send alerts via syslog and
nothing else. As we have a Web Server, we want to adapt ossec to
inform, for example, when someone creates a file with extension html,
php, sh, etc ... Because it could be an attack in progress.

| created a basic website in the directory /var/www/html containing an
index.html and an image Seguranca_open_source.jpg. | also created a
folder called admin and inside it another index.html and the image
Seguranca_open_source.jpg. The admin's idea is to simulate a restricted
environment that we will use later.

& L] Terminal — ssh— 8C

N

root@webserver:  fvarfuwww/hinlf 1=
admin i ANCA_OPEN_SOUFrCE.jpg
root@webserver:/vard wew/ hitml#

Image 3.18 - WebSite on /var/www/html


https://ossec-docs.readthedocs.io/en/latest/manual/rules-decoders/rule-levels.html
https://ossec-docs.readthedocs.io/en/latest/manual/rules-decoders/rule-levels.html
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Image 3.19 - WebSite seen on client
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Image 3.20 - Admin seen on the client

With the website created, we will configure ossec to send messages
when suspicious files are created in .php, .sh, .js, .html, .py formats in



the /var/www/html directory, or when modifying index.htm. First let's
lower the ossec verification time to 3min and change some standard
lines. Open /var/ossec/etc/ossec.conf and leave as below:

is executed -- default every 20 hours --=

- default-every:-20 hogrsms=>
g e rifica
" check_al

" realtime="yes" check_all="wes"=/
bin, sbin, /b t</directori

Image 3.22 - ossec.conf after

This new configuration will alert changes in real time in the directories
listed above. Now add below those rules the ones that will monitor /var
/www/htm.

G T [ o et

Image 3.23 - monitoring /var/www/htmi

Save the changes and there is still one more step to make everything
work well. Ossec, even with the settings above, will still not send alerts,
as there is a rule (<rule id = "554" level = "0">), in / var / ossec / rules,
which is responsible for notifying new files, but it has level 0, and level 0
rules are not alerted. To resolve, we have to rewrite the rule in the
/var/ossec/rules/local_rules.xml file. Add to the end of the file:



<rule id="554" level="7" overwrite="yes">
<category>ossec</category>
<decoded_as>syscheck_new_entry</decoded_as>
<description>File added to the system.</description>
<group>syscheck,</group>

</rule>

</groups <!-- SYSLOG,LOCAL -->

Image 3.24 - File local_rules.xml

With that done, let's restart ossec and create some "malicious” files and
modify the index.html to see what happens. Leave the syslog open and
with the command tailf /var/log/messages.

vars runfossec-remoted-7536.pid' not uwsed. ..

0SseC

F I B o = o O 1 |l

Image 3.25 - restart on ossec-control

| edited the index.html file and added the word HACKED, then created
three "malicious" files in /var/www/html.



html# nano index.himl

htmL#

hitml#

html# touch malicio
wShtmlE touch malici

html# touch malicious.

Image 3.27 - syslog ossec

The figure above shows that ossec warned of the modification in
index.html and the creation of "malicious" files.

Activities &) Firefox ESR «
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Livro Seguranca Open Source
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Image 3.28 - website "hacked"

To specify the types of files that ossec should check, just configure
ossec.conf as shown below:



<directories report_changes="yes" realtime="yes"
restrict=".php|.js|.py|.sh|.html"
check_all="yes">/var/www/htmi</directories>

Be careful with the spaces when copying the codes shown here, as
ossec may not work properly.

3.6 Resume

OSSEC is a HIDS that does its job well. The concepts exposed here
were a small sample of what ossec is capable of. | think | would give
another book if we were to go deeper into the tool. The idea is to show
the tool's potential and encourage them to research and deepen the
concepts to get the most out of it. We saw that ossec is like a "informer"
on your network, warning you of things that happen at the Operating
System level. We learned to receive alerts via syslog about changes and
file creations on our Web Server. We also learned the importance of
having an NTP service running, maintaining the correct times, after all,
without it, the logs would not make much sense to the Security Analyst.
We also learned to have a log server to centralize all the logs on the
network, making it easier to analyze what happens on your network.



4 - Reverse Proxy

| like to think of information security as a series of layers that aim to
hinder and prevent the network from suffering from malicious activities.
Password Vault, Firewall, HIDS and the Reverse Proxy are part of these
layers, all are important, so there is no hierarchy between them.
Throughout the book | will still talk about other layers that all together
form what | called Security Architecture in the Introduction to the Book.
One of the pillars of this architecture is precisely the Reverse Proxy.
Most already know the concept of a proxy, which is something that
intermediates access to the internet, usually using software such as
squid. In this case, if you want to access the internet, type the address in
the browser and the request goes to the proxy, which makes the request
on the internet site and returns it to you. The reverse proxy is exactly the
"reverse", because the request comes from the internet and the website
or server is on your network, it is up to the Reverse Proxy to receive the
request from the internet and forward it to the web server that will
normally be in your DMZ.

The interesting thing is that the Reverse Proxy creates a "barrier"
between the Web Server and the Internet, because without it your Web
Server would be "facing" the Internet and, therefore, extremely exposed.
The Reverse Proxy also makes it possible to double your defenses,
which can be implemented on both the Web Server and the Reverse
Proxy.

The software we will use as a Reverse Proxy will be Apache. We have
already used it for our Web Server and now we will upload an Apache
that will receive requests and pass it on to our Web Server. But first, let's
configure our Web Server to access without a reverse proxy. For this we
will do a NAT and a new rule in the FW Policy, as below:
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Image 4.1 - Rule NAT number 1
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Image 4.2 - Policy number 6

x +

@ 192.16815.30

Livro Seguranca Open Source

SEGURANCA
OPEN SOURCE

Image 4.3 - Access without reverse proxy

The configurations above made a NAT that allowed the access of my
WIFI network (external to the virtualized environment) to the WebServer
that is in the virtualized environment and behind the FW.

Now we will create another virtual machine that will be in the DMZ and
will be our reverse Proxy. It will have the IP 192.168.1.30
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Image 4.4 - Created virtual machines

You will need to install Apache and enable two modules:

e mod_poxy
e mod_proxy_http

To install, follow the commands below:
e apt-get update && apt-get install apache2

e aZenmod proxy
e aZenmod proxy_http

http:

2 http:

(PR 1
4 http:

i1l be alled:
utils libaprl libaprutill libaprutill-dbd-=sqlite3
libaprutill-
ed p

Image 4.5 - Installing Apache
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emctl restart apachel

Image 4.6 - Enabling the proxy and proxy_http modules

Now we have to create a file called VirtualHost, which is where we will
forward http requests to the WebServer. Let's go to
/etc/apache2/sites-available. Then we will create in this directory a file
with the name webserver.conf. And inside it put the following
information:

<VirtualHost *:80>
ProxyPreserveHost On

ProxyPass / http://192.168.1.20/
ProxyPassReverse / http://192.168.1.20/
</VirtualHost>

Then save the file and type: a2ensite webserver.conf. And finally:
systemctl reload apache2.

-p e
efault.cont default-
i ap 2/s5it ilable# nano webserver.cont

# alensite webserver.conf

ystemctl reload apachel2

Image 4.7 - Configuration of webserver.conf



The aZ2ensite command creates a symbolic link in the sites-enabled
directory.

[ ] [ ] Terminal — bash — 85x29

Image 4.8 - sites-enabled

We have to disable apache's default VirtualHost in
letc/apache2/sites-available/, 000-default.conf, as it is also listening on
port 80 and will hinder the process. Then type the command a2dissite
000-default.conf && systemctl reload apache2.

Our Reverse Proxy is basically ready, but it is still necessary to change
the NAT and Policy rules to be able to pass http traffic through the
Reverse Proxy.
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Image 4.9 - NAT reverse proxy
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Image 4.10 - Policy reverse proxy
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Image 4.11 - Access to the webserver through the reverse proxy
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Image 4.12 - Access to the webserver /admin through the reverse proxy

We completed our Reverse Proxy, we gained security in the matter of
having a machine between the internet and the WebServer, but there is
still a lot to do, because as we saw above, the restricted area is
accessible. It's time to start the HARDENING process.



4.1 HARDENING

On the Wikipedia website, Hardening is: "a process of mapping threats,
mitigating risks and carrying out corrective activities, with a focus on
infrastructure and the main objective of making it prepared to face attack
attempts."

| would only add preventive activities as well. When removing services
from a server that do not make sense, such as a service running on port
25 (e-mail) on a Web server, we are being preventive. Just like when
configuring the linux file server to block files from running on certain
partitions. But really many activities will also be remedial, like when you
are attacked, check for vulnerability and make necessary adjustments.

There are many actions you can take to "harden" your server, here we
will focus on the actions below:

Automatic security upgrades

checking for unnecessary services

blocking access to the administrative area of your website
blocking execution on certain partitions

installation of forensic software

limitation of HTTP protocol methods

There are numerous other hardening activities that can be done, but |
believe that by doing the ones listed above, there will already be a huge
increase in security on your web server.



4.1.1 Automatic Security Upgrades

When | started working with Information Security, | came across people
who, oddly enough, were averse to updating servers. | had already read
several books on security and it was obvious that not updating the
servers sooner or later would cause problems. It didn't matter, it was
kernel problems or exploitation of vulnerabilities happening frequently.
Obviously, seeing that cracker banquet being served on the network
every day, | started to implement the necessary updates throughout the
network, even though it was against some people. But at the end of the
process, "magically" the problems ended. Currently, with zero day
exploits, you cannot afford not to update your systems as soon as a
stable security patch comes out.

That said, we are going to implement an automatic security patch fix on
your linux server. | will follow Gabriel Canepa's tutorial, which is on the
website www.tecmint.com. He says that the best system administrators
are the lazy ones, in the sense of automating everything. | agree. Always
be lazy when it comes to security, if you can automate an important
process, do it!

We go to our WebServer, but the same process must be done on all
your linux servers. To facilitate the process of having your Linux servers
hardened since its conception, | recommend that you set up a Linux
server with the techniques taught here and that it be the template (base)
for creating all your servers. First you need to install the software below:

apt-get update -y && apt-get install unattended-upgrades apt-listchanges -y

Apt-listchanges will report what has been updated by
unattended-upgrades. Then you need to edit the
/etc/apt/apt.conf.d/50unattended-upgrades file and place the line below
inside the Unattended-Upgrade :: Origins-Pattern:


http://www.tecmint.com/

Unattended-Upgrade::Mail "root";

T @ diego@webserver: fvarfv

GHU nano 2.7 .4 File: Jetc/aptiapt.cor

ades allaows Z ma
fetc/debian_versian:

sl In 1led origin.
] _codename } Installed codename
Unattended-Upgrade: i0rigins-Fattern {

Unattended-Upgrade: iMail "root";

Image 4.13 - configuration of the 50unattended-upgrades

Then execute the command below:

dpkg-reconfigure -plow unattended-upgrades

diego@webserver: fvar/www/html — ssh — 94x21

figuration

1 Configuring unattended-upzrades |

important updates.

futomatically download and install stable updates?

Lpplying updates on a freguent basis is an important part of keeping systems secure.
By default, updates need to be applied manually using package management tools,
Alternatively, wyou can choose to hawe this system automatically download and install

Image 4.14 - Automatically install upgrades

Automatically install stable updates? Sure!! It's actually Yes.

Then check if the /etc/apt/apt.conf.d/20auto-upgrades file has the lines

below:

APT::Periodic::Update-Package-Lists "1";
APT::Periodic::Unattended-Upgrade "1";



o o diego@webserver:
GHU nano 2.7.4 File: fetc/ap

LFT:iFeriodic:;Update-Package-Lists "1";
LPT:iPeriodic: :Unattended-Upgrade "1":

Image 4.15 - 20auto-upgrades
Add to /etc/apt/apt.conf.d/20auto-upgrades the line below:
APT::Periodic::Verbose "2";

& @ diego@webserver: fvarfww
GHU nano 2.7.4 File: /etc/aptifapt.c

LFT: :Feriodic: Update-Fackage-Lists "1":
AFT::Feriodic: :Unatten grade s
LPT GrFeriodicivierbose N2

Image 4.16 - 20auto-upgrades new line

Ready! From now on your linux will be updated automatically and if you
installed and configured your OSSEC correctly, you will receive
notifications by email and/or syslog.

4.1.2 Blocking areas of your website

A good practice is to make the administrative areas of your website
unavailable on the internet, as otherwise you will be the target of brute
force attacks and at some point will unfortunately be successful. Of
course, there are other ways to avoid the attack through Second Factor
Authentication, blocking attempts, etc ... | prefer to simply block and
leave administrative access to the intranet. Another important thing is not
to let them browse your server through the Index, this makes the cracker
happy to search the server for documents that you would not like to be
exposed, etc...



[ N N Index of [teste1

= c @ () 192.168.15.30/teste1/

Index of /testel

Name Last modified Size Description

& Parent Directory

Apache/2.4.25 (Debian) Server at 192.168.15.30 Port 80

Image 4.17 - WebSite indexing

Another thing we can omit is the version of our Apache. I'm not a big fan
of security due to obscurity, which is precisely to hide information from
others, but if it is to hinder the possible attacker, why not ?!

But let's go by parts. First we go to our webserver, in the webserver.conf
file.

) L) diego@webserver: /varfwww/htm| — ssh

GHU nano 2.7.4 File: webserwver.conf

<WirtualHost *:50>

<0 rectory Svardwwwdhitmls

“fDirectory®

<4WirtualHosts

Image 4.18 - VirtualHost webserver
As it stands, everything is released. Let's leave it as shown below:

<VirtualHost *:80>
<Directory /var/www/htmli/>
Options -Indexes -Includes
<LimitExcept HEAD>
Order deny,allow
allow from 172.16.1.0/24



deny from all
</LimitExcept>
</Directory>

<LocationMatch "*/admin">
Order deny,allow
allow from 172.16.1.0/24
deny from all
</LocationMatch>
</VirtualHost>

GHU nano 2.7 .4 File: web
<¥WirtualHost *:80>

sirectory Avarfwww/himls >
Optio -Indexes -Includes

</Directory=

“LocationMatch "*/
Order ;
allow 0 r2.
deny from all
“fLocationMatch=
<fY¥irtualHosts

Image 4.19 - VirtualHost hardened

Now the Restricted Area (/admin) can only be accessed through the
corporate network (172.16.1.0/24). In addition, it is not possible to index
your site or include files. We also limited the HTTP protocol to use only
the HEAD method. A lot of people don't know that HTTP has several
methods and almost always you just need to enable the GET and POST
methods. It is a tremendous vulnerability to leave all methods open if
your website only needs, for example, GET to work. I've had problems
with some HTTP methods that were used for attacks, so now | only
release the methods that the site needs. Our webserver website is a
simple static website and the HEAD method is sufficient for browsing. To



quell curiosity about HTTP methods, the list taken from the site follows
https://developer.mozilla.org.

GET: The GET method requests a representation of the specified
resource. Requests using GET should only retrieve data.

HEAD: The HEAD method requests a response identical to that of a
GET request, but without the body of the response.

POST: The POST method is used to send an entity to the specified
resource, often causing a change in state or side effects on the server.

PUT: The PUT method replaces all current representations of the target
resource with the payload of the request.

DELETE: The DELETE method deletes the specified resource.

CONNECT: The CONNECT method establishes an encapsulation for
the server identified by the target resource.

OPTIONS: The OPTIONS method is used to describe the
communication options for the target resource.

TRACE: The TRACE method performs a message loopback test along
the path to the target resource.

PATCH: The PATCH method is used to apply partial modifications to a
resource.

Finally, we use LocationMatch to prevent the / admin from being
accessed by a network other than the corporate network. Now we have
increased the security of our webserver.


https://developer.mozilla.org/

192.168.15.30/

& ¢ @ @ 192168.15.30
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SEGURANCA
OPEN SOURCE

Image 4.20 - Normal access to the website

403 Forbidden

Forbidden

You don't have permission to access /admin/ on this server.

Apachei2 4.25 (Debian) Server ar 192.168.15.30 Port 80

Image 4.21 - Access denied to /admin

* 403 Forbidden X 403 Forbidden

(0 192.168.15.30/testel}

Forbidden

You don't have permission to access /testel/ on this server.

Apache/2 4.25 (Debian) Server at 192.168.15.30 Port 80

Image 4.22 - Access is denied to any other hidden directory



Activities &) Firefox ESR ~ Sun 02:09

Mozilla Firefox (Private Browsing)

192.168.1.20/ X | 192.168.1.20/admin/ X =

< c @ © 192.168.1.20/admin/

Area restrita

SEGURANCA
OPEN SOURCE

Image 4.23 - Normal network access 172.16.1.0/24

We can still improve further, we will create a website to replace this
Forbbiden, which does not have a very scary effect on those who are
eavesdropping. You can create a website on your network to alert in a
more incisive way:

Mozilla Firefox (Private Browsing)

192.168.1.20/ X | 192.168.1.20/aviso.html 3=

< ¢ @ ® 192.168.1.20/aviso.ht - @

Voce esta tentando acesso a lugares restritos
e

este incidente sera reportado.

?

Image 4.24 - Modifying the Forbidden




To do this, add the line below to your virtualhost on the webserver:

ErrorDocument 403 http://192.168.1.20/aviso.html

diego@webserver: fvarfwww,
File:

i

GHU nano 2.7 .4 fetc/apachel/=sites-a

ZLocationMatch
Order
allow from 172.16.1.0/24
de From all
=fLocationMatchs:

ErrorDocument 403 http:/r192.168.1 . 20 aviso. himl

“fVirtualHostr

Image 4.25 - ErrorDocument 403

We still need to remove the Apache version and do security by obscurity.
To do this, just edit the file /etc/apache2/conf-available/security.conf
and look for directives ServerTokens and ServerSignature, putting
Prod and Off respectively. After systemctl restart apache2.

# ServerTokens
¥you return as the
zends infor gbout the

Minimal | Minor | Major | Frod
t information, and Prod the least.

one af: 0O off | EMail
ature Off

Image 4.26 - ServerTokens and ServerSignature


http://192.168.1.20/aviso.html

403 Forbidden x

c @ (© 192.168.16.30/admin/

Forbidden

You don't have permission to access /admin/ on this server.

Image 4.27 - No information about Apache

4 1.3 Forensic Software Installation

When | talk about Forensics software | don't really mean exactly that,
because the topic of Forensics is something that would make an entire
book. The scope here, when using the term, actually refers to tools that
help to discover gaps in your server, such as rootkits and outdated
packages, as well as software that lets you know who is logged in, etc ...
In the absence of a better term, | am using Forensics.

Let's start by installing the packages | mentioned:

apt-get install -y rkhunter chkrootkit unhide mtr-tiny apticron htop
whowatch debsecan

Let's go to a basic explanation of each one:

rkhunter: searches for rootkits on your operating system
chkrootkit: another tool that searches for rootkits
unhide: detects hidden processes

mtr-tiny: powerful network diagnostic tool



e apticron: downloads the latest apt updates and leaves it in the
cache

e htop: it is an excellent tool for viewing the machine's processes
and resource usage. An improved version of the top.

e whowatch: valuable information about logged in users

e debsecan: scans known vulnerabilities in your installed packages.

Let's run each one to see how they work. Starting with: rkhunter
--check.

File pro
Fi
Suspect files: @

Lpplic S
411 |:|E|:|

The system checks took: 1 minute and 48 seconds

411 results have be

Image 4.29 - Found some warnings

Really, to facilitate access to the virtual machines for the book, | left root
access for ssh, but it is not ideal and the tool warned about it. He also
warned about the ssh protocol and syslog. Anyway, it gives you a view
of what needs to be changed and you can adjust your server.



not

e o peeket snitfer

ing deleted

Image 4.30 - chkrootkit

A possible malware alert has appeared, but it is a false positive.

on of unhide

- Hidden pr thir 3 toriorit ning
or Hidden
Hidden
Hidden
Hidden
Hidden

Hidden

Hidden

e, COm

Image 4.32 - mtr --report www.google.com



http://www.google.com/

[ ] L J diego@webserver: fvarfwww/htm| — ssh — 94x24

CRUL
Mem |1
[

4] |4 diego@webserver: /varfwww/htm| — ssh — !

other

ptss0 192.168,1.1 whowatch
diego pt=/1 192.168.1.18

Image 4.34 - whowatch

The whowatch tool makes it possible to click on the user's name and
know which processes are running, among other information.

1o table, medium wur

medium ur
medium u
medium u

M MMMMMMMMMMMMMMmMmMmMm

Image 4.35 -debsecan checks for vulnerabilities



Debsecan gives you a vulnerability diagnosis of the packages installed
on your server. That way you can manage the risk and apply updates if
applicable. You can use the command apt-get install -y $(debsecan
debsecan --format packages) to update packages given as vulnerable
by debsecan.

4.1.4 Unnecessary services and running on partitions

This topic closes the hardening section. Many of the software installed
above already helps to know about unnecessary services, but a great
tool is netstat. Always run netstat to see if strange services appear
running on your server. If you have a web server, then you are expected
to see web ports, such as 80 and 443.

diego@webserver: /varfwww/html| — ssh — 94x24

-ant
hctiwe Ir 5

roto Rec

LISTEN

Image 4.36 - netstat -ant on WebServer

Note that ports 80 (http) and 22 (ssh) are listening, but an unwanted port
25 (email) has appeared. For more details, like knowing which
application is using port 25, use netstat -putona.



diego@webserver: fvarfwww/htm| — ssh — 94x24

State FID/Program ha
LISTEN

LISTEN

LISTEN
LISTEN
LISTEN

0 ea63E

Image 4.37 - netstat -putona

Now it appears that the software that is using port 25 is such an exim4.
Unfortunately this package comes with the standard Debian installation
and | always have to remove it. To list the packages installed on your
Debian, type dpkg -I. To filter the output and find the exim4 package
more easily, use grep. dpkg -I |grep exim4.

& & diego@webserver: fvarfwww/html

Avardwew/hitmlE dpkg -1 |2rep eximd
4,89-2+debu3

4,89-2+debu3

4,89-2+debouz

fvardwanshimlE

Image 4.38 - exim4

To delete the package: apt-get remove --purge exim4-base
exim4-config exim4-daemon-light -y.

Finally, it is sometimes interesting to block scripts from running or to run
anything on certain partitions. An example is to block execution on the /
tmp partition, as it is a partition where normally any user has full
permission and malware or someone without administrator privileges
may want to run something there. To block execution on the / home and
/ tmp partitions, simply type mount -o remount,rw,noexec /home /tmp.
This goes back to the partitions, but without power to execute (noexec).



[ ] [ ] diego@webserver: fvar)

root@webserver:/tmpE pwd
Stmp

root@webserver:/ tmp# nano malware.sh

y
root@webserver:/ tnp¥ chmod +x malware.sh
y

root@websery

ver S tmp#E L Smalware, sh
Hello World! I am a malware ;)
root@webserver: / tmpH

Image 4.39 - malware.sh on /tmp

| created and ran harmless malware called malware.sh in /tmp. Now let's
run the command mount -o remount,rw,noexec /home /tmp.

] diego@webserver: fvarfwww/htm| — s5
tmp# pwd

ver:ftmp# nano malware.sh

d! I am a ma

WEE

it Permission denied

Image 4.40 - Permission denied

See that even though | am root | can no longer run anything in /tmp and
/home.
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Image 50 - Network with reverse proxy

4.2 Resume

In this chapter we saw the importance of the reverse proxy and learned
how to implement it. Then, we looked at the power to "harden" our
server and the security gains we achieved in doing so. Recalling that this
book is only providing an overview on the themes, so that there is still
much to be studied in all subjects.
your network and a hardening on your network templates, in order to
implement security already in the server design, your network will make

a big leap in security.

DMZ

But by placing a reverse proxy on




5 - Web Application Firewall

This tool is spectacular and essential. Below is a list of features and
attacks mitigated by ModSecurity:

SQL Injection (SQLi)

Cross Site Scripting (XSS)
Local File Inclusion (LFI)
Remote File Inclusion (RFI)
Remote Code Execution (RCE)
PHP Code Injection

HTTP Protocol Violations
Shellshock

Session Fixation

Scanner Detection
Metadata/Error Leakages
Project Honey Pot Blacklist
GeolP Country Blocking

ModSecurity is an Apache module that together with signatures
(OWASP ModSecurity Core Rule Set (CRS)) from attacks protect your
web server. Subscriptions have the free version and the paid version.
But the free version will already resolve 90% or more of the attacks on
your website. Another cool tool is GeolP Country Blocking. Just as we
did in FW, in WAF (Web Application Firewall) there is also a way to block
by countries. It happens that often the cracker is in the target country,
but to hinder its discovery, it uses international proxies.

For this chapter I will use the linode tutorial
(https://www.linode.com/docs/web-servers/apache-tips-and-tricks/config
ure-modsecurity-on-apache/).



https://www.linode.com/docs/web-servers/apache-tips-and-tricks/configure-modsecurity-on-apache/
https://www.linode.com/docs/web-servers/apache-tips-and-tricks/configure-modsecurity-on-apache/

First we will install Apache's modSecurity on our Reverse Proxy. But
first, we have to resolve a bug that is happening when installing
ModSecurity on Debian 9. | tried every way to make it work, but when
installing the apache library, both libapache2-mod-security2 and
libapache2-modsecurity do apache stops working and | was unable to
verify the causes of the error messages. So, as often happens in
computing, we have to find a workaround. And | found:

1. Install a new reverse proxy with Debian 8.11 (the latest version
before 9).

2. Install Apache and configure it as shown in the Reverse Proxy
chapter.

3. Install the new libapache2-mod-security?2 library on the new
reverse  proxy with Debian 8.11. (apt-get install
libapache2-mod-security2).

4. Upgrade from Debian 8 to 9.

a. apt-get update && apt-get upgrade -y && apt-get
dist-upgrade

b. edit the /etc/apt/sources.list. Replace jessie with stretch

c. apt-get update && apt-get upgrade -y && apt-get
dist-upgrade

Following the steps above we will have our Debian 9, in the latest
version, with ModSecurity and Apache working perfectly.

Resuming our ModSecurity installation process, we still need to
download the signatures and make some settings. Type the command
below:

myv /etc/modsecurity/modsecurity.conf-recommended modsecurity.conf

& & Terminal — ssh — 80x24

fetc/modsecurity/modsecurity . conf-recommended modsecur

Image 5.1 - modsecurity.conf



Now we are going to install Git (distributed version control system), the
same used by GitLab, which | talked about in the Password Vault and
Firewall chapters. As modsecurity is maintained by a community that
develops and contributes to the project, | suggest downloading git so
that we can download subscriptions directly from the project website.

apt-get install git

# apt-gzet install git

. Done

oD

automatically i led and are no 1

docutils 0 ibalgorit perl libarchi
libaspri bc2 -h ndofscope-perl libbind2-90 1i
libcla Ef: method-modifiers-perl libclas
libcpa =y i meta-perl libd 1] i ] L =
libdata-perl-perl libdata-section-perl libdevel-caller-perl

Image 5.2 - apt-get install git
git clone https://github.com/SpiderLabs/owasp-modsecurity-crs.git

@ @ Terminal — ssh — 80x24

it clone https:#/4github,com/SpiderLabs/owasp-modsecuri ty -

1sedi 7879

e

Image 5.3 - git clone

cd owasp-modsecurity-crs
myv crs-setup.conf.example /etc/modsecurity/crs-setup.conf
mv rules/ /etc/modsecurity/



Image 5.4 - owasp-modsecurity-crs

Now let's edit the file /etc/apache2/mods-available/security2.conf.
And do as below:

& & Terminal — ssh — B0x24

GHU nano 2.7.4 File: /Jetc/apache2/mods-availables/security?. contf M

130 e o] I o e o b e
your local tion in that ectory
ow for an e Upgra and
your 1ife
ncludelptional fe

3 11led
#FIncludelptional fu es LEity- asp-crs. load

Include fetc/modsecurity/rules/*, contf

=/ IfModule=>

Image 5.5 - security2.conf

Then restart apache: systemctl restart apache2.

& [ Terminal — ssh — BO=x24

temctl restart apachel

Image 5.6 - restart apache without error

Now modify the file /etc/apache2/sites-available/webserver.conf, so that
it looks as below and then reload apache: systemctl reload apache2.



@ (] Terminal — ssh — 104x24
GHU nano 2.7.4

File: webserver.conf Modi fied

anbined

"@contains test" - eny, status: 4o sg!'0ur test rule has triggered'"

Image 5.7 - webserver.conf with ModSecurity

Added:
e Error and access log settings
e SecRuleEngine on, this enables ModSecurity
e SecRule ARGS, rewrites the log if it contains a certain string,
which in the example is "test"

Before we do the security tests on ModSecurity, let's create a page,
different from Forbidden, to create more impact to those who are
attacking our site. In the webserver, directory / var / www / html, we will
create an incident.ntml page. Mine was as below:

o000 10.15.0.72/incidente.htm! e 1

< ¢ @ 1015.0.72/incidente.html

Voce sera responsabilizado por este incidente!

RS

Image 5.8 - incidente.html

Now let's edit a modsecurity file. Before you need to rename the file
below that is in /etc/modsecurity/rules:



mv RESPONSE-999-EXCLUSION-RULES-AFTER-CRS.conf.example
RESPONSE-999-EXCLUSION-RULES-AFTER-CRS.conf

The above command changes the length of .conf.example to .conf.

Now, edit the file and leave it as shown below:

= = Terminal — ssh — 1
GHU nano 2.7.4 File: RESPONSE-2893-EXCLUSION

1on: DLOCK wilth errar 5]
ration needed in this file if you want the default behavior.)

Hi o ) incidente html'"
http incidente html'"

Image 5.9 - RESPONSE-999-EXCLUSION-RULES-AFTER-CRS.conf

After saving, restart apache. See that | am pointing to the webserver,
because it was there that we created the incident.html.

Now we are going to test a SQL Injection attack by inserting the string
index.php?postid=6641%22%200r%20(1,2)=(select*from(select%20
name_const(CHAR(111,108,111,108,111,115,104,101,114),1),name_c
onst(CHAR(111,108,111,108,111,115,104,101,114),1))a)%20--%20%2
2x%22=%22x on site 192.168.1.30 through the client's machine
(172.16.1.10), in what would be an internal attack. Leave the tailf
Ivar/log/apache2/webserver-error.log command from the reverse proxy.



Activities &) Firefox ESR ~ Mon 22:17

Mozilla Firefox

192.168.1.20/index.html?po- X | +

e ¢ | Q 192.168.1.30findex.php|?postid:6641" or (1,2)=(select*from(se —).|

Livro Seguranca Open Source

SEGURANCA
OPEN SOURCE

IS0 M s BOCHA

Image 5.10 - SQL Injection

Activities &) Firefox ESR « Mon 22:19
Mozilla Firefox
192.168.1.20/incidente.html X | 4+
&« c & ® 192.168.1.20fincidente. html - 9 v I

Voceé sera responsabilizado por este
incidente!

Image 5.12 - Logs modsecurity on reverse proxy



WAF detected the SQL Injection signature and returned the Forbidden
(403) page. As we modified to return the incident.html page, it
happened. In addition logs were generated containing the attack
information and which IP it came from, in the case of 172.16.1.10.

We go to two more tests via terminal with the curl command. Open a
terminal on your real machine and type the command: curl
http://192.168.15.30/index.html?testparam=test.

bash [Users/diego — bash — 65x10

hash-3.2% curl http://192.168.15.30/index.html? testparam=test '

root@reverseproxy2:-# tailf -n 1 /var/log/apache2/webserver-error.log |grep "test" --!
colorD

Image 5.13 - Shell with curl and reverse proxy log

bash (Users/diego — bash — 65x15

bash-3.2% curl httpi/ 2.168.15.380/index. html? testparam=test
<!DOCTYPE HTHML PUBL "IETF//DTD HTHML 2.0//EN">

orbidden</title>

<p>You don't | rmission to access /index.html

on this server.<hr />

root@reverseproxy2:~# L]
root@reverseproxy2:~# tailf -n 1 /var/log/apache2/webserver-error.log |grep "test" --
color

[Tue Apr 09 22:30:00.177258 2019] [:error] [pid 1199:tid 140198637713152] [client 192
.168.15.5:49747] [client 192.168.15.5] ModSecurity: Access denied with code 403 (phas

e 2). String match "test" at ARGS:testparam. [file "/etc/apache2/sites-enabled/webser
ver.conf"] [line "13"] [id "1234"] [msg "Our test rule has triggered"] [hostname "192
.168.15.30"] [uri "/index.html"] [unique_id "XK1VKMCoAR4AARASVRDOARAAH"]

Image 5.14 - 403 Forbidden, mitigated attack



This attack activated SecRule ARGS, shown in figure 126. It is a good
example of how you can easily adapt a ModSecurity rule. In this case,
upon detecting the string "test", the rule was activated. We could
improve this by adding a subscription that does not yet exist in
ModSecurity, etc ...

Finally, let's go to another attack, now one trying to bash via url, trying to
exploit a possible vulnerability: curl
http://192.168.15.30/index.html?exec=/bin/bash.

root@reverseproxy2:~# tailf -n 1 /var/log/apache2/webserver-error.log |grep "bash" -- !
color

[Wed Apr 10 20:09:33.687607 2019] [:error] [pid 1200:tid 140198495037184] [client 192
.168.15.5:49787] [client 192.168.15.5] ModSecurity: Warning. Matched phrase "bin/bas

" at ARGS:exec. [file "/etc/modsecurity/rules/REQUEST-932-APPLICATION-ATTACK-RCE.conf
"] [line "518"] [id "932160"] [msg "Remote Command Execution: Unix Shell Code Found"]

[data "Matched Data: bin/bash found within ARGS:exec: /bin/bash"] [severity "CRITICA
L"] [ver "OWASP_CRS/3.1.0"] [tag "application-multi"] [tag "language-shell"] [tag "pl
atform-unix"] [tag "attack-rce"] [tag "OWASP_CRS/WEB_ATTACK/COMMAND_ INJECTION"] [tag
"WASCTC/WASC-31"] [tag "OWASP_TOP_10/Al"] [tag "PCI/6.5.2"] [hostname "192.168.15.30"
] [uri "/index.html"] [unique_id "XK6FvcCoAR4ARASwupsAAABY"]

Image 5.15 - mitigated attack



5.1 Resume

Having a Web Application Firewall on your network is a must. The tests
we did here were pretty basic. | recommend that you test your defenses
using tools like Openvas, which we will see later. Make controlled
attacks using the entire arsenal of the Kali Linux operating system and
adjust your defenses. Schedule periodic and controlled tests, in an
approval / testing environment, and you will be anticipating possible
attacks that would compromise your network.



6 - SIEM

According to wikpedia: "Security Information and Event Management is a
software solution that combines SIM (security information management)
and SEM (security event manager).

In summary, SIEM (Security Event Management and Correlation) is
software where you have the visibility of virtually everything that happens
on your network in terms of security. In addition to visibility, it also offers
tools for scanning vulnerabilities (openvas), network inventory (type of
operating system, services, network, etc ...) and compliance, just to
name a few.

With the SIEM concept, the OSSIM concept emerged, which is nothing
more than the Open Source version of SIEM. And when it comes to
OSSIM, I think of AlienVault
(https://www.alienvault.com/products/ossim). Below are the security
features listed on the website:

e Asset discovery

e Vulnerability assessment

e Intruder detection

e Monitoring network behavior
e Correlation of SIEM events

AlienVault will really revolutionize security on your network. The solution
that | believe to be the most important is Intruder Detection, or for
insiders, IDS. The junction of an IDS with a world map containing all the
information about the attacks is the apex of the visibility of your network.
We will do that in the next chapter.


https://www.alienvault.com/products/ossim

AlienVault intrusion detection occurs through Suricata
(https://suricata-ids.org), which is an excellent Open Source IDS / IPS.
Despite being an IPS (Intrusion Prevention), in AlienVault it only acts as
IDS, being positioned receiving all the traffic that the edge FW receives,
through port mirroring on the switch. Due to the limitations of our
laboratory with virtual machines, we will install a new virtual machine
with AlienVault just to provide an overview of its functionalities.

% ATETBusiness  ALIENVAULT IS NOW AT&T CYBERSECURITY  LEARN MORE »

AT&T Cybersecurity  products  solut Partners  Resources  ATAT Alien Labs

The World’s Most WJder Used
Open Source SIEM =

+ Complete e: p FA\ nVault OSSIM capabilities
« For users who want to install themselve

Image 6.1 - Download the ISO file

Normally, 3 network interfaces are required, one for Management,
another for logs and vulnerability scans; the latter for port mirroring to
work in promiscuous mode. We will create our machine with all three,
one on my wifi router's network (192.168.15.40), for management, the
other two on the DMZ for logs and vulnerability scans (192.168.1.40);
and promiscuous mode (192.168.1.40), it seems strange, but AlienVault
assigns the same IP to both interfaces.


https://suricata-ids.org/

8| AlienVault

n A o Qa9 y

ALIEN VAULT OSSIM

“Install Aliewdault Semsor 5.7.1 (64 Bit)

Brozz [labl to 2ol options

Image 6.2 - Choice of type

Alienvault works in two ways. In Sensor mode, it works as a sensor that
passes the data on to the AlienVault Server (which we will install). This
makes it possible to spread multiple sensors on your network, increasing
the visibility range of your network.

ing the following URL: =====

Image 6.3 - AlienVault installed



EJ AlienVault OSSIM [alie

192.168.15.40,

Welcome

Congratulations on choosing AlienVault as your Unified Security Management tool. Before using your AlienVault, you will need to create an
administrator user account.

If you need more information about AlienVault, please visit AlienVault.com.

Administrator Account Creation

Create an account to access your AlienVault product.

* Asterisks indicate required fields

USERNAME *

COMPANY NAME

|

LOCATION - View Map

@ Share anonymous usage statistics and system information with AlienVault to help us make USM better. Learn More

START USING ALIENVAULT

Image 6.4 - Welcome

192.168.15.40

VIR

Welcome to the AlienVault OSSIM Getting Started Wizard

You are about to use this wizard to configure the critical security capabilities provided by AlienVault OSSIM.

Monitor Network 3 Collect Logs & Monitor Assets

Monitor asset logs and alarm on
suspicious activity

Configure interfaces and monitor

network traffic for threats Discover Assats

055IM will perform a discovery scan
to detect assets

Once done you'll be ready to use AlienVault OSSIM. Now, go forth!

Skip AlienVault Wizard

Image 6.5 - Start of configuration
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WELCOME ADMIN | LOGOUT

Welcome to AlienVault OSSIM

Let's Get Started Scan & Add Assets

o NETWORK INTERFACES In order to begin monitoring your environment we must first find the assets in your network. There are three (3) ways you can add assets ta monitor: you
can scan your network using netwark ranges, import a CSV of assets in your network, o you can add assets manually.

Add Asset Manually

" [ [ scuu wevoms | woorrreow sy

HOSTNAME v e
alienvault 192.168.15.40 Linux x [v 1]
Host-192.168.15-1 192168151 Select an Asset Type | v o
Host-192-168:15:5 192.168.15.5 Select an Assat Type | ¥ i}

T03

Image 6.6 - Discovery of hosts

& Alenvautt 055iM

£ c @ In @

Welcome to AlienVault OSSIM

Let's Get Started Deploy HIDS to Servers

o NETWORK INTERFACES For these devices we recommend deplaying HIDS i order to perform file integrity monitoring, rootkit detection and to collect event logs. For windows
machines the HIDS agent will be installed locally, for Unix/Linux environments remote HIDS menitoring will be configured.
o ASSET DISCOVERY

UNIX/ LINUX (1)

Unix hosts will be remotely monitored. The username and password will be stored and used to pericdically access the selected assets.

Username Deploy to the following hosts:
gomin “ Local_192_168.15.0.24
Password

E3 Alienvault 0SSIM

< c @ ( 5 . m/ / w I @

Welcome to Alienvault OSSIM

Let's Get Started Set up Log Management

o NETWORK INTERFACES During the asset discovery scan we found 0 network devices on your netwark. Canfirm the vendor, model, and version of the device shown. Click the
"Enable" button to enable the data source plugin for each device.

° ASSET DISCOVERY

o DEPLOY HIDS

gh ere are no network devices found. Return to the asset discovery step by clicking back to either discover or add network
evices.

Image 6.8 - Log management (syslog)
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Welcome to AlienVault OSSIM
Let's Get Started
n NETWORK INTERFACES
a ASSET DISCOVERY

a DEPLOY HIDS

° LOG MANAGEMENT

192.168.15.40,

WELCOME ADMIN

Join the Open Threat Exchange - Threat Intelligence for You, Powered by the Community

What is OTX?

AlienVault Open Threat Exchange (OTX™) is the world's first truly open threat intelligence
community. OTX enables you to strengthen your network security defenses with
community-powered, accurate, and relevant threat intelligence. With AlienVault OTX, you
can respond faster to changes in the threat landscape by receiving real-time, detailed
threat intelligence from the community.

Why should | join?

OTX automatically instruments your USM and OSSIM deployments with actionable threat
intelligence from community-generated "Pulses”. Pulses are a group of indicators of
compromise (IoCs) that have been identified as an active threat. These pulses provide
specific, actionable informatien that help you to detect the latest threats in your
environment.

How does it work?

Enabling OTX in your OSSIM installation will enable you integrate OTX Pulses containing the
latest threat intelligence, including Indicators of Compromise (1oC) into your installation.
When I0Cs from a pulse interact with assets in your environment, a security event will be
generated. These events will be used in correlation to provide you with deeper insight into
the activities happening on your network. Additionally, you can contribute to the
community by sending anonymous threat data to OTX. See what data is being sent to OTX.

To get the community-powered threat intelligence from OTX into your installation, sign up
for an OTX Account. Once your email address has been verified, you will receive an OTX key
to connect.

Image 6.9 - Open Threat Exchange

Congratulations!

Indicator of Compromise: S 0

o

LoGouT

e ExcarnstSources.

Data is now coming into AlienVault. So far analysis has not generated any
alarms. While you wait for more data to come in, you can continue
configuring the system or start exploring Alienvault OS5IM

EXPLORE ALIENVAULT OSSIM

Image 6.10 - Click Explore AlienVault OSSIM

+ CONFIGURE MORE DATA SOURCES
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5 c @ @ da https://192.188.15.40/0ssim/é#dashboard/overview/overview b4

gm AUIEN YAULT 035iM WELCOME ADMIN | ALIENVAULT 192.168.15.40 | [ SETTINGS SUPPORT LoGOUT

ol = A\ B! X

DASHBOARDS ANALYSIS ENVIRONMENT REPORTS CONFIGURATION

OVERVIEW [-]
EXECUTIVE TICKETS SECURITY TAXONOMY VULNERABILITIES £ B X

SECURITY EVENTS: TOP 5 ALARMS & SIEM: TOP 10 EVENT CATEGORIES & TOP OTXACTIVITY IN YOUR ENVIRONMENT = 7

14%
Connect your OTX account to get insight into
==l emerging threats in your environment.

CONNECT ACCOUNT

No data avallable yet.

79%

uuuuuuuuuu

Image 6.11 - AlienVault now operational

Don't worry, all of the above settings can be done later. Figure 140
shows the host discovery feature, which is very useful for a complete
inventory of your network. 141 deals with HIDS, which we talked about in
chapter 3, and can also be configured in AlienVault. 142 is the syslog
configuration. 143 is a community, which | recommend that you join,
where you receive information in your AlienVault about new threats. See
that AlienVault, like a good SIEM, tries to centralize all its security
information in one place. This is to avoid having to look at countless
different tools.

Note that there are five large menus in the website header (Dashboards,
Analysis, Environment, Reports and Configuration). Let's go to the basic
characteristics of each one:

e Dashboards: here are the charts that are subdivided into five
specialties (Executive, Tickets, Security, Taxonomy and
Vulnerabilities).

o Executive: brings the most summarized graphics, making the
most critical information stand out.

o Tickets: tickets are events, which can receive a rating and be
treated, as in incident management.



o Security: it has graphs with the top events, those that should
receive more attention from the security analyst.

o Taxonomy: brings information about FW rules, malware,
exploits and system events.

o Vulnerabilities: the data here are the result of a vulnerability
analysis carried out in the Environment -> Vulnerabilities
menu.

e Analysis: here is the information that, after normalized, forms the
Dashboards' graphics. It is possible to search and know with great
granularity the events caused by all types of threats. The function |
like a lot is Security Events (SIEM) -> Real Time, as it is possible
to see in real time the threats that are traveling on your network,
especially the information coming from the IDS, as they are what |
replicate on the Map of Attack, which we'll talk about in the next
chapter.

e Environment: the focus in this menu is on the devices that make up
your network. It is possible to do vulnerability tests, check
availability, information from distributed HIDS, Netflow and Traffic
Capture.

e Reports: well, there is no mystery here, it's the reports.

e Configuration: are the AlienVault settings. In the Threat Intelligence
menu, advanced settings and the compliance part are made. In
Deployment, sensors and plugins are configured (to integrate the
security tools you have on your network, such as the antivirus
server).

At first glance, it seems complex to configure AlienVault, but when
you install it, configure the 3 interfaces and do a port mirroring in
the Network Monitoring interface, you will already have valuable



information made available by AlienVault. As you use OSSIM, it
becomes easier to move to the most challenging settings.

AlienVault is a huge tool and full of peculiarities that, like many
subjects described in this book, would give another book. As | said
during the book, the idea is to introduce you to the concepts and
tools to demystify them and help them get started.

-
OVERVIEW 9
EXECUTIVE | TICKETS  SECURTY  TAXONOMY  VULNERABILITIES S B X
SECURITY EVENTS: TOP SALARMS 1 7 SIEM: TOP 10 EVENT CATEGORIES & TOP OTX ACTIVITY IN YOUR ENVIRONMENT &1 7
11%

wwwwwwwwww

atll & A\ N
DASHBOARDS ANALYSIS ENVIRONMENT REPORTS CONFIGUR

ALARMS

LIST VIEW GROUP VIEW

» SEARCH AND FILTER Show Alarm Gra
Sensor Asset Group Label [Manage Labels]
~| [ = No groups found ~l
Alarm name Intent OTX Pulse

7] Only OTX Pulse Activity
) Do not resolve ip names

Hide closed alarms

Date
= =1 | Beep on new alarm
Low Medium High
31 DAYS 19-04-06 19-04-07 15-04-08 19-04-09 15-04-10 19-04-11 184
fﬁ\ . « o .o .
System Compromise
Exploitation &

Installation

E:} Peec-0 o.oooo.-.o..c..o.-oo-‘----
o ack

-]

2
P
>

..... X Y ) ........‘.-.....

Image 6.13 - AlienVault images in production 2



6.1 Resume

Having a SIEM is mandatory in any network that wants to treat
information security with due importance. It centralizes, through plugins,
information from other security tools on your network (Firewall, HIDS,
Antivirus, Network Assets, etc.), making administration much easier. In
addition, it provides a vulnerability scanning tool and an excellent IDS.
AlienVAult has even more features, many I'm still learning, but we've
seen all the potential it offers for security on your network.



7 - Geoip Map Attack

When | first saw an attack map, with all that information in real time, |
found it very interesting. That cyber war going on, colored lines
representing the attacks like intercontinental missiles ... | was very
impressed. My goal, since | saw this technology, was to implement
something similar in my work network. So, | started to research Open
Source projects on the internet, of course, that | could incorporate into
the list of security tools that | had already implemented on the network. |
was pleasantly surprised to find an excellent project by Matthew Clark
May. He simply put together an attack map that, in addition to being
simple to implement on the network, was stable and, most importantly,
clearly presented the attacks that were taking place on the network. . As
soon as | downloaded it, | made some adjustments and sent an email to
Matthew, who really liked my improvements. From then on, | became
part of the project
(https://github.com/MatthewClarkMay/geoip-attack-map).

The improvements | made were:

e Placing information on the Type of Attack, Exploit and IP; all at the
top of the map.

e Target information, the one at the bottom left of the map.

e Button to block the IP that is attacking and menu to check the
reputation of the IP. This was done by Prof. MSc. Joao Victor de
Araujo Oliveira (http://lattes.cnpqg.br/6697354215628897).

e Animation that happens when pressing the Block IP button

e Improved IDS log management across the map, using fewer web
browser features.



https://github.com/MatthewClarkMay/geoip-attack-map
http://lattes.cnpq.br/6697354215628897

by ThreatGloud Intellig

%QQEATCL“X{;JD LIVE CYBER ATTACK THREAT MAP

LEARN ABOUT CHECK POINT
THREAT PREVENTION SOLUTIONS

v TOP TARGETS BY COUNTRY

18:26:05  Trojan.Win3z.Genkryptik A Netherlands
18:26:05  Trojan.Win32.Genkryptik A Netherlands
18:26:05__ Trojan. Win32.Genkrvotik.A Netherlands

Image 7.1 - Check Point cyber attack map

Image 7.2 - Norse cyber attack map



Image 7.3 - Matthew's cyber attack map project

See that the map of Matthew's project does not leave much to be
desired compared to the maps shown by large companies. The fund,
which is a world map, is from a company called MapBox
(https://www.mapbox.com). Then you need to access the site and create
an account to access the map. The company makes the map available
for a limited number of accesses, but it is usually sufficient to use it for a
long time. Depending on the need, it may be more advantageous to
purchase a license. Then create an account and a token will be made
available, which we will use in the project's index.html settings.

Start by designing a map > Or install the Maps
SDK:

s Web

& [0S

® Android

< Unity

You need an API access token to configure Mapbox GL JS, Mobile, and Mapbox web services like routing and
geocoding. Read more about AP| access tokens in our documentation.

Default public token & Refresh

pk.eyJ1Tjoid295aWIpYmEiL CINTj0iY2p1ZTYwCGd MDA Last modified: 1 minute ago
1¥TQzcGtNXRubmh1My19, aw2ceecQudSTBKPUTNChEW

Image 7.4 - Token MapBox


https://www.mapbox.com/

We will install our map on the virtual machine called syslog, which we
set up in the HIDS chapter.

VIRTUAL MACHIMNES
'»| Firewall
11| WebServer
1| ReverseProxy2
] Client

i AlienVault

Image 7.5 - machines used in this chapter

The idea is to install the map on the syslog and access the attack map
through the external network, through a NAT on the FW. We will follow
the step by step of Matthew's project
(https://github.com/MatthewClarkMay/geoip-attack-map), = but  when
downloading the map, | will leave two options:

e The available in the project (git clone
https://github.com/matthewclarkmay/geoip-attack-map.qit).

e The one provided by me
(https://drive.google.com/drive/folders/11c6igZ19oF IhwAw8-qEKj6D
DdjUdhnXS?usp=sharing).

It just so happened that | made some changes and a while ago | stopped
uploading the modifications to the project. Actually the main changes |
already made available in the project, but if you want my version that is
all in Portuguese, the choice is yours.

First, we have to basically understand how the map works. It was written
in Python and has two systems, one for handling logs (DataServer) and
another for handling data structures and making information available on
the website, which is the AttackMapServer module. So there are two
systems: DataServer and


https://github.com/MatthewClarkMay/geoip-attack-map
https://github.com/matthewclarkmay/geoip-attack-map.git
https://drive.google.com/drive/folders/1lc6iqZ19oFIhwAw8-qEKj6DDdjUdhnXS?usp=sharing
https://drive.google.com/drive/folders/1lc6iqZ19oFIhwAw8-qEKj6DDdjUdhnXS?usp=sharing

AttackMapServer. They are distinct, being processes that can be turned
on or off separately. The application server is Redis Server.

In addition, the project comes with a shell script that simulates the
operation of the map with fictitious attacks. We will use it to verify that
our map is working. The map works by reading a log file that must
receive the data from an IDS, which in a production network would be
our AlienVault. However, given the difficulties of running AlienVault in the
lab environment of this book, | will only explain a few ways to normalize
the AlienVault logs and make them available to the map.

We will then begin the installation process available on the project
website:

baixar o geoip-attack-map_v4.tar.gz no link do livro ou no site do
projeto. Abaixo eu baixei o exemplo do livro.

tar xvzf geoip-attack-map_vd4.tar.gz
apt install python3-pip redis-server
cd geoip-attack-map_v4

pip3 install -U -r requirements.txt

editar o /etc/redis/redis.conf. No campo bind 127.0.0.1, mudar para
bind 0.0.0.0

redis-server



http
man :

Image 7.6 - redis-server running

Create the log file for the DataServer.py: touch
/var/log/suricata_geoip.log

cd DataServer

python3 DataServer.py

Image 7.7 - DataServer.py running

Now that the DataServer is running perfectly, open another terminal,
since the terminal is stuck running the DataServer, and execute the
commands below:

Go to the directory geoip-attack-map_v4, then to DataServer.

running the Shell Script ./syslog-gen.sh &

Terminal — ssh — 114x26

Image 7.8 - ./syslog-gen.sh &



The Shell Script above writes fictitious attack logs to the log we created:
Ivar/log/suricata_geoip.log. And it's running in the background, because
this the &.

cd ../AttackMapServer/
Inside AttackMapServer, edit the AttackMapServer.py. In the field

self.client = tornadoredis.Client("XXX. XXX.XXX.XXX'"), put the syslog IP
192.168.1.10, as shown below:

try:

self.client = ftornadoredis.Client(
self.client.connect()

Image 7.9 - IP of the machine where the map is

Now, edit the index.html. Put, as below, the NAT ip that we will use to
access the map: 192.168.15.30.

/f To access by a browser in another computer, use the external IP of machine running AttackMapServer
from the same computer{only), you can use the internal IP.
Example:

= AttackMapServer machine:
= Internal IP: 127.0.0.1
! - External IP: 192.168.11.106
var webSock = new WebSocket('ws:/192.168.15.30:8888/websocket")

Image 7.10 - websocket with IP from NAT

The token field must have what you obtained when registering with
MapBox. In addition to the dark background map, MapBox offers two
more interesting options: satellite and streets.

L.maphox.accnssToch = "pk.eyl1Ijoid295aWlpYmEiLCIhIjoiY2plZTYweGdrMDALYTQzcGtONXRubmh1MyJ9. aw2ceecQuas7BKPUTNChEW"

//mapbox.streets,mapbox.satellite, mapbox.dark

var map = L.mapbox.map(“map", "mapbox.dark", {
center: [9.8302209,12.4282347/, // lat, long
zoom: 3
3}

Image 7.11 - configuration of the index.html

Enter the latitude and longitude of your location in the field below.



var marker = L.marker( [-15.753912, 47.88@9987!, {
icon: L.mapbox.marker.icon({
'marker-=color': '#FFo@ea’

H
H
«bindPopup('<button class="trigger'"=Brasilia</button=")
.addTo(map)

Image 7.12 - lat / long configuration

python3 AttackMapServer.py

[ ] [ ] Terminal — ssh — 114x26

Image 7.13 - AttackMapServer running

NOTE: AttackMapServer is listening on port 8888, which is not released
on the FW, so let's release it.

/ User / Services [ TCP / Map{

=
T" p SourcgtPcr:{_t a .
r’} ::f"; Name: MapAttack AL -
sl ¥ End: 0 B
Flags: U A P R S F e
ik Destigalon ggsg 120
Settings: End: 8888 |2
Established
Image 7.14 - Creation of object 8888
Z i'_.:hE‘RedeWIFI ii Syslog TED MapAttack  Any ﬁ& Both @Accem Any [%Iog Acesso ao WebServer via NAT
Image 7.15 - Policy rule created
NAT is also missing:
5 RedeWiFl |7 Firewall:ens33:ip s MapAttack  Original 17 syslog Original

Image 7.16 - NAT rule map access



It is now possible to access the attack map through your real machine.
http://192.168.15.30:8888.

bl +
@ 192168.15.30:8888
Timestamp Exploit

12-04-2019 PotentialSSHScan
03:02:58

12-04-2019 VNCScan5900-5920
03:02:57

12-04-2019 VNCScan5900-5920

Qtd 3 ais Timestamp P

11 13208860 O 12-04-201903:02:58  151.186.137.129

12-04-2019 03:02:57  206.182.230.134

e et apan 12-04-201903:02:57  184.56.228.53 United  Cleveland  HTTP

Image 7.17 - running attack map
NOTE: If it didn't work, see the possibilities below:

e The map (background) does not appear. See if you have placed
your account token on the MapBox.

e Nothing appears in the browser. Make sure that the FW has the
release in the Policy and that there is NAT.

e there is no attack data. Check that the syslog-gen.sh script is
running. One way to check is to check the log suricata_geoip.log is
receiving information.

e Make sure that the four required applications are running:
redis-server, AttackMapServer.py, DataServer.py and
syslog-gen.sh.

e Review all settings.

Let's test some features of the map. In the IP column, which is next to
the Target column, click on any IP and a menu will appear.



104.4.162.185

Bloquear IP

4

Qtd P

48 139.210.89.98

48 131.141.36.183

Image 7.18 - Map Menu

The IP block function is commented on in the code, but the idea is to ssh
the FW and using the ipset, which we saw in the FW chapter, to block it.

S @ Terminal — ssh — B0O=24
GHU nano 2.7.4

File: AttackMapSerwver.py

(self, msg):

1 Mg,

ip = re.split( SMSE]

Image 7.19 - lock code

The code uses a Python function to make Operating System commands
and makes a ssh that triggers a Shell Script that is in 192.168.1.1, /opt,
called blk.sh; the IP that was clicked on the map is passed as a
parameter to blk.sh. Shell Script receives the IP and makes a command
ipset add blacklist-ip 104.4.162.185. We already learned how to use



ipset in the FW chapter and there is an appendix in this book that will
help you develop your scripts.

When you click on the Senderbase or Anti-abuse link, a window will

open and the reputation and other information about the IP will be
checked.

151.186.137.129

13.208.8.69 ] United States

31.172.80.52

Image 7.20 - Animation that happens when pressing the button
(Block IP).



7.1 Log normalization

We already have our attack map working, but only with fictitious data. To
receive the data from an IDS, it takes a few steps to understand how the
attack map expects to receive the data. As it currently stands, the map
expects to receive in its log file (/var/log/suricata_geoip.log) six pieces of
information in the following sequence and without spaces:

Source IP

Destination IP

Source port

Destination port

Attack type

Exploit. Although it is called an exploit, it is actually a field that
details the attack more, it is not necessarily an exploit.

src_ip,dst_ip,src_port,dst_port,attack,exploit

It is exactly as described above. The attack map expects to receive the
data. This can be improved in the code, which is precisely the interesting
part of using an Open Source tool.

| use a Shell Script in production. It reads the AlienVault logs, more
specifically the Suricata logs, and format as the map expects to receive.
To be more precise, on the syslog server | do a ssh with the command
tail -f in the log of the meerkat that is in the Alien Vault. The tail output is
to a syslog log file. It is in this file, which is a copy of the Alien Vault log,
that the shell script acts by translating it into the map format.

Another solution would be to configure AlienVault to send the IDS logs
via syslog and on the syslog server to normalize.



| believe that the best solution would be to improve the DataServer.py
code to receive the data in the IDS format that we are using. | intend to
work on it and improve the project.

7.2 Resume

The attack map is a tool that makes all the difference in the visibility of
your network. It is possible to take action as soon as an attack is seen in
progress. If not present, the other open source tools that we have
learned to use will contain the attacks. The map, despite having few
active users contributing to the project, is quite satisfactory for use in
production. Be one of the members and contribute to the project, which
in my view has excellent potential.



Final considerations

Throughout the book we learned about some Open Source tools that
can assist in the cyber defense of your network, but these tools do not
represent everything available. There are still excellent tools like ELK
(Elasticsearch, Logstash and Kibana),
https://www.elastic.co/pt/elk-stack, to store the logs for the entire
network and generate valuable information. There is also SELKS, a
solution from Stamus Networks,
https://www.stamus-networks.com/open-source/. It has excellent
potential as an IPS Suricata and the ELK battery, all together. There is
also the Pfsense Firewall, https://www.pfsense.org/download/, which in
addition to FW, also offers a huge amount of software that works in
conjunction with FW. Of course, there must still be many other excellent
Open Source solutions to be studied.

| would like to thank my family members who motivated me to write this
book. To thank the coworkers who helped me to put into practice the
solutions described here. To Edimaria Cerqueira Rodrigues Lamounier
and Erlan Pereira Frade Tostes for helping me with this project.

| really hope that this knowledge helps you in some way.
Files used in the book:

https://drive.google.com/drive/folders/1lc6igZ19oF IhwAw8-gEKj6DDdjUd
hnXS?usp=sharing

Facebook: https://www.facebook.com/LivroSegurancaOpenSource/
Instgram: https://www.instagram.com/segurancaopensource/

Blog: https://segurancaopensource.blogspot.com

Site: https://segurancaopensource.com

Linkedin: https://www.linkedin.com/in/diego-brum-lima-rocha-7ba78a22
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Appendix 1

Basic Operating System Linux

1 - Installing Debian

First step is to download the ISO on the website https://www.debian.org.
| will use Debian version 8 as an example.

Boot menu

Live (amdbd4)

>
Live (andbd farlsate)
Install ) e Ia n
Graphical install
by

GNU/Linux

Advanced options

Press ENTER to boot or TAB to edit a menu entry

Image 1 - Graphical install


https://www.debian.org/

{/ debians

Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:
Chinese (Simplified) - () (=]
Chinese (Traditional) - (%)
Croatian - Hrvatski
czech - Cestina
Danish - Dansk
Dutch - Nederlands
Dzongkha . En
:
Esperanto - [Esperanto
Estonian - Eesti
Finnish -  Suomi
French - Francais
Galician - Galego
Georgian - Jebepome
German - Deutsch
Graalk o EMlnuma [~

screenshot | | GoBack Continue

Image 2 - Choose the installation language

Configure the keyboard

Keymap to use:

American English |

Albanian

Arabic

Asturian

Bangladesh
Belarusian

Bengali

Belgian

Bosnian

Brazilian

British English
Bulgarian

Bulgarian (phonetic layout)
Burmese

Canadian French
Canadian Multilingual

Catalan
Chinaca E
| Screenshot GoBack || Continue |

Image 3 - Keyboard language



debians

Select your location

The selected location will be used to set your time zone and also for example to help select the system
locale. Normally this should be the country where you live.

This is a shertlist of locations based on the language you selected. Choose "other" if your location is not
listed.

Country, ternitory or area:

Canada =
Hong Kong

India

Ireland

New Zealand
Nigeria

Philippines
Singapore

South Africa
United Kingdom
Zambia

Zimbabwe

other

Screenshot | | GoBack Continue |

Image 4 - Your location
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Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network,
you can make something up here,

Hostname:

|

| Screenshot | Go Back Continue

Image 5 - hostname
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Configure the network

The domain name is the part of your Internet address to the right of your host name. It is often
something that ends in .com, .net, .edu, or .org. If you are setting up a home network, you can make
something up, but make sure you use the same domain name on all your computers,

Domain name:
[

Screenshot | | Go Back Continue

Image 6 - network domain

Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the "sudo”
command.

Note that you will not be able to see the password as you type it.

Reot password!:

[ J
Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

Screenshot | GoBack || Ccontinue |

Image 7 - Root password (get from the password vault)
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Set up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals,

Choose a password for the new user:

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:

| Screenshot

GoBack | | ContinlE

Image 8 - User password (non-root)

Configure the clock

If the desired time zone is not listed, then please go back to the step “Choose Ianguage" and select a
country that uses the desired time zone (the country where you live or are located).

Select your time zone:

Central

Mountain
Pacific
Alaska
Hawaii
Arizona

East Indiana
Samoa

Screenshot | | Go Back Continue

Image 9 - timezone
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Partition disks

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

Screens‘hot. | Go Back | Continue |

Image 10 - Always use LVM, so you can adjust the size of the hot partitions.

Partition disks

Selected for partitioning:
SCSI3 (0,0,0) (sda) - VMware, VMware Virtual 5: 21.5 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first
one.

Partitioning scheme:

All files in one partition (recommended for new users)
Separate fhome partition

Separate thome, /var, and /tmp partitions

Screenshot

| GoBack Continue |
Image 11 - Partition the disk
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Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point, etc.). a free space to create partitions, or a device to initialize its partition table.

(o]

= LVM VG debian-vg, LV home - 8.9 GB Linux device-mapper (linear)

> #1 8.9 GB f  extd fhome
+ LVM VG debian-vg, LV root - 7.8 GB Linux device-mapper (linear)
> #1 7.8 GB f extd ! E
= LVM VG debian-vg, LV swap_1 - 1.1 GB Linux device-mapper (linear)
= #1 1.1 GB f swap swap
= LVM VG debian-vg, LV tmp - 398.5 MB Linux device-mapper (linear)
= #1 398.5 MB f extd ftmp
¥ LVM VG debian-vg, LV var - 3.0 GB Linux device-mapper (linear)
> #1 3.0GB f extd var
= SCSI3(0,0,0) (sda) - 21.5 GB VMware, VMware Virtual S
= #1 primary 254.8MB F  ext2 /boot
> #5 logical 21.2GB K Ivm
Undo changes to partitions
[ Fiish partitioning and write changes todisk |

Screenshot | | Help GoBack || Ccontinue

Image 12 - Finalizando o particionamento
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Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software available.

Use a network mirror?

No

Screenshot |  GoBack | Continue

Image 13 - Mirror server with Debian packages



Configure the package manager

The goal is to find a mirror of the Debian archive that is close to you on the network -- be aware that
nearby countries, or even your own, may not be the best choice.

Debian archive mirror country:
Spain (=
Sweden

Switzerland

Taiwan

Tajikistan

Thailand

Tunisia

Turkey

Ukraine

United Kingdom
Uzbekistan

Vanuatu

Venezuela

Viet Nam

Zimbabwe

Screenshot | Go Back || Continue |

Image 14 - Mirror server location
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Configure the package manager

Please select a Debian archive mirror. You should use a mirror in your country or region if you do not
know which mirror has the best Internet connection to you.

Usually, ftp.<your country code>.debian.org is a good choice.
Debian archive mirror:

pus debianorg e

mirrors.kernel.org
debian.csail.mit.edu
debian.osuosl.org
ftp-nyc.osuosl.org
ftp-chi.osuosl.org
debian.cse.msu.edu
mirror.cc.columbia.edu
mirror.hmc.edu
mirror.ancl.hawaii.edu
debian,.cc.lehigh.edu
debian.gtisc.gatech.edu
httpredir.debian.org
fip.gtlib.gatech.edu

ftp-mirror.internap.com [~
Screenshot | GoBack || Continue |

Image 15 - server choice



Configure the package manager

If you need to use a HTTP proxy to access the outside world, enter the proxy information here.
Otherwise, leave this blank.

The proxy information should be given in the standard form of "http:/[[userl:passl@lhostl:portl/”.
HTTP proxy information (blank for none):

Screenshot |

Go Back Continue |

Image 16 - proxy information
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Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,

modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to met it.

Install the GRUB boot loader to the master boot record?
) No

(@ Yes

Screenshot | | GoBack || continue |
Image 17 - GRUB installation
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Image 19 - Login Linux



2 - Basic commands

command description
pwd show the name of the current directory
whoami show username show the name of the current
directory
id show the identity of the current user (name,

uid, gid, and associated groups)

file <foo> show the file type for the file "<foo>"

type -p show the location of a file for the command
<nome_do_coman |"<command_name>"

do>

which command location

<nome_do_coman

do>

type show information for the command
<nome_do_coman |"<command_name>"

do>

apropos show commands related to "<keyword>"
<palavra chave

>

man -k search for applications based on the keyword

<palavra_ chave
>




whatis
<nome_do_coman
do>

show a one-line explanation for the command
"<command_name>"

man -a
<nome_do_coman
do>

show explanation of the command
"<command_name>" (Unix style)

info
<nome_do_coman
do>

show a long explanation of the command
"<command_name>" (GNU style)

1ls list the contents of the directory (files and
directories not hidden)

1ls -a list the contents of the directory (all files and
directories)

ls -A list the contents of the directory (almost all files
and directories, that is, skip the ".." and ".")

1ls -la list the entire contents of the directory with
detailed information

ls -lai list the entire contents of the directory with
inode number and detailed information

ls -d list all directories under the current directory

tree show the contents of the file tree

lsof <foo>

list the open status of the file "<foo>"

1sof -p <pid>

list files opened by the ID process: "<pid>"

mkdir <foo>

create a new "<foo>" directory in the current
directory

rmdir <foo>

remove a "<foo>" directory in the current
directory




cd <foo> change the directory to the "<foo>" directory in
the current directory or in the directory listed in
the "S CDPATH" variable

cd / change the directory to the root directory

cd switch to the current user's home directory

cd /<foo> switch to the absolute path directory "/ <foo>"

cd .. switch to the parent directory

cd ~<foo> change to the home directory of user "<foo>"

cd - switch to the previous directory

</etc/motd show the contents of "/ etc / motd" using the

pager default pager

touch create an empty file "<junkfile>"

<junkfile>

cp <foo> <bar>

copy an existing "<foo>" file to a new "<bar>" file

rm <junkfile>

remove a "<junkfile>" file

mv <foo> <bar>

rename an existing "<foo>" file to a new name
"<bar>" ("<bar>" cannot exist)

mv <foo> <bar>

move an existing "<foo>" file to a new location
<bar> / <foo> "(the directory” <bar> "must exist)

mv <foo>
<bar>/<baz>

move an existing "<foo>" file to a new location
with a new name "<bar> / <baz>" (the "<bar>"
directory must exist but the "<bar> / <baz>"
directory does not may exist)




chmod 600 make an existing file "<foo>" prohibited from
<foo> being read and written by others (not
executable for everyone)

chmod 644 make an existing file "<foo>" permissible to be
<foo> read but forbidden to be written by others (not
executable for everyone)

chmod 755 make an existing "<foo>" file permissible to be
<foo> read but forbidden to be written by others
(executable for everyone)

find . -name search for matching filenames using a
<padrio> "<standard>" shell (slow)

locate -d . search for matching file names using a
<padrio> "<standard>" shell (faster using a regularly

generated database)

grep -e look for a "<standard>" in all files ending with

"<padrio>" “.html" in the current directory and show them

* html all

top show process information using full screen, press
"q" to exit

ps aux | pager |show information of running processes using
BSD-style output

ps -ef | pager |show information of running processes using
Unix system-V style output

ps aux | grep |show all processes running "exim" and "exim4"

-e "[e]ximd*"

ps axf | pager |show the information of all the processes
running with output in ASCII art




kill <1234>

kill all processes identified by the process ID:
"<1234>"

gzip <foo>

compress "<foo>" to create "<foo> .gz" using
Lempel-Ziv encoding (LZ77)

gunzip
<foo>.gz

decompress "<foo> .gz" to create "<foo>"

bzip2 <foo>

compress "<foo>" to create "<foo> .bz2" using
the text compression algorithm organized in
Burrows-Wheeler blocks, and Huffman encoding
(better compression than gzip)

bunzip2 decompress "<foo> .bz2" to create "<foo>"
<foo>.bz2
xz <foo> compress "<foo>" to create "<foo> .xz" using the

Lempel - Ziv - Markov chain algorithm (better
compression than bzip2)

unxz <foo>.xz

decompress "<foo> .xz" to create "<foo>"

tar -xvf extract files from the "<foo> .tar" file
<foo>.tar

tar -xvzf extract files from the gzipped archive "<foo>
<foo>.tar.gz .tar.gz"

tar -xvjf

extract files from the "<foo> .tar.bz2" file

<foo>.tar.bz2

tar -xvJf extract files from the "<foo> .tar.xz" file
<foo>.tar.xz

tar -cvf archive the contents of the "<bar> /" folder in
<foo>. tar the "<foo> .tar" file

<bar>/




tar -cvzf
<foo>.tar.gz
<bar>/

archive the contents of the folder "<bar> /" in
the compressed file "<foo> .tar.gz"

tar -cvjif
<foo>.tar.bz2
<bar>/

archive the contents of the folder "<bar> /" in
the file "<foo> .tar.bz2"

tar -cvJf
<foo>.tar.xz
<bar>/

archive the contents of the folder "<bar> /" in
the file "<foo> .tar.xz"

zcat README.gz
| pager

show the contents of "README.gz" compressed
using the default pager

zcat README.gz
> foo

create the file "foo" with the unzipped content
of "README.gz"

zcat README.gz
>> foo

add the unzipped content of "README.gz" to the
end of the "foo" file (if it doesn't exist, it is
created first)




Appendix 2

Basic Shell Script Language

Shell Script is a relatively simple and powerful language. Incredible
things that can be automated with simple scripts. To create a shell script
just open a text editor (nano meuscript.sh) and put the header
#!/Bin/bash, which is not mandatory, but it is good practice. It means to
say which interpreter will be used to execute your code, in this case
bash. The file extension (.sh) is also not mandatory.

® [ ] Livro — nano /Users/diegobrum/Livro — nano meuscript.sh — 58x17

| GNU nano 2.0.6 File: meuscript.sh Modified [&
#!/bin/bash
echo "Meu primeiro Shell Script"

exit @

e Get Heldy WriteO Read Fgd Prev Pdd Cut Teld® Cur Pos
4 Exit ] Justif Where WY Next PRV UnCut [l To Spell

Image 1 - My First shell script

To make it executable, type the command chmod +x meuscript.sh.

To execute: ./meuscript.sh



® @ Livro — fish /Users/diegobrum/Livro — fish — 58=17

diegobrum@iMac-de-Diego-2 ~/Livro> ./meuscript.sh
Meu primeiro Shell Script
diegobrum@iMac-de-Diego-2 ~/Livro>

Image 2 - MyScript.sh output

| noticed that the echo command displays a string on the screen. The
exit command is to terminate the shell script. Implicitly, even if the exit is
not set, it will exist, but | like to put it together with parameter 0 to mean
that the program ended without errors. Inheritance when | programmed
in Java (System.exit (0)).

Let's make a simple calculator:



echo # #¥_ #'
echo #1_I\ #/ 73 #!
echo - N i\ #
echo S # Wiy #Fh:0N 0 #
echo e #FOANNAO#F
echo MY NN E NN AV #FE NN L #
echo MNVAN # A\ \oO# e N ¥

echo

echo

echo "Operacbes: + , — , / , &"
echo

echo "Digite a operagdo desejada: "
read opcao

[[ “$opcag™ = "+ ]]

echo "Digite o primeiro operando:"

read operl

echo

echo "Digite o primeiro operando:"

read oper2

echo

echo "Resposta: $joperl + %oper2 = $(($operl + $oper2))"

”$0pcaﬂ“ n_unn ] ]

echo "Digite o primeiro operando:"

read operl

echo

echo "Digite o primeiro operando:"

read oper2

echo

echo "Resposta: $operl - $oper2 = $({%operl - %oper2))"

“"sopcaot = /M 11

echo "Digite o primeiro operando:"

read operl

echo

eche "Digite o primeiro operando:™

read oper2

echo

echo "Resposta: $operl / $oper?2 = $(({$operl / $oper2))"

”$Opcao” llg:_llr ] ]

echo "Digite o primeiro operando:"

read operl

echo

eche "Digite o primeiro operando:™

read oper2

echo

echo "Resposta: $operl % $oper2? = ${($operl % $oper2))"

Image 3 - calculadora.sh



In this calculator project we use if and elif, which is an else if. We use
read to read what the user types. To do mathematical operations, one

puts $(()).

Let's make a shell script that generates 6 random numbers as suggested
by the Mega Sena. | will adapt one that | did and it is available in:
http://terminalroot.com.br/2015/01/gerando-numeros-para-mega-sena-co
m.html.

nl-@
n2-9
n3-9
nd-@
n5-@
nG-9

function ordenador {
echo " " = warl.txt
printf "&%s\n" $@ | sort -n varl.txt
todos=""
¥ $(cat varl.txt)
todos="$todos $y"

echo —en " \@33[42;1;34m $todos \@33[@m \n"
1

function sugestao {
echo "Sugestdo de jogo:"
X {1..6}
num=%{echo "$((RANDOM = 61))")
[[ $num -eq @ 11 [[ $num —eg $n1 1] [[ $num —-eg $n2 1] [[ $num —eg %$n3 11 \
[[ $num —eq $n4 ]] [[ $num —eqg %$n5 1] [[ $num —eqg %n6 1]

num=%{echo "$({(RANDOM % 61)}"})
gt

ni=$num

né=$num

né:$num

ni:$num

n5=%num

i
nG=$num

ordenador "$nl $n2 $n3 $nd4 $n5 $ng"
1

echo
sugestao
echo
exit @

Image 4 - megasena.sh


http://terminalroot.com.br/2015/01/gerando-numeros-para-mega-sena-com.html
http://terminalroot.com.br/2015/01/gerando-numeros-para-mega-sena-com.html

In the Mega Sena project we use:

functions to make the code more efficient;

| made use of printf, which is equivalent to echo.
use of variables in text files (var1.txt)

colors in text output using echo -e

for and while loop

conditional case structure

Foreground (text)

Code _Colur Example _ Preview

39 |Default foreground color .echo -e "Default \e[39mDefault' Default
30 |Black .echo -g "Default \e[30mBlack"

31 |Red lecho -e "Default \e[3lmRed"

32 |Green .echo -e "Default ‘e[32mGreen"”

33 |Yellow .ccho -g "Default \e[33m¥ellow"

34 |Blue echo -e "Default ‘\e[34mBlue”

35 |Magenta echo -e "Default ‘e[3iSmMagenta'

36 |Cyan echo -e "Default ‘\e[3&mCyan"”

37 |Light gray .echo -e "pefault ‘\e[37mLight gray"

90 |Dark gray lecho -e "Default ‘\e[90mDark gray"

91 |Light red .echo - "Default ‘e[dlmLight red"

92 |Light green lccho =g "Default \e[92mLight green" Light
93 |Light yellow echo -e "Default \e[93mLight yellow" Light
94 |Light blue echo -e "Default ‘e[9dmLight blue"

95 |Light magenta echo -e "Default ‘\e[95mLight magenta”

96 |Light cyan .echo -e "Default \e[96mLight cyan" Light cyan
97 White .echo -e "Default \e[37mWhite" Default white

Image 5 - Foreground color



Background

lCode Color Example :Preview
49 Default background color lecho -e "Default ‘“e[49mDefault"” MlD-fault Default
40 |Black echo -e "Default ‘\e[40mBlack’
41 |Red ! echo -e "Default \e[4lmRed"
42 |Green echo -e "Default \e[d42mGreen” efault Grean
43 Yellow .ech.o -é ':J-efa:.l'-_‘_.\e[.um-‘.’r_\liow'.
44 | Blue lechlc -é 'j.efa:i'_-_.\e[.ddm.B'_ué" R efault Blue
45 |Magenta echo -e "Default ‘e[45mMagenta” efault Magenta
46 |Cyan lechc -e "Default ‘e[46mCyan"
47 |Light gray echo -e "Default ‘e[4TmLight gray"
100 |Dark gray ! echo -e "Default \e[lO00mDark gray’
101 |Light red echo -e "Default ‘\e[l0lmLight red’
102 |Light green .ech.o -é ':J-efa:.li_‘_.\e[.it-zl-':miénL .gre.en".
103 |Light yellow lech.o -1.3 ':J.efa:.l'_‘_.\-:[.lC-B;':miéth .yell'_ow'.'
104 Light blue | echo -e "Default \e[l04mLight blue’ efault Light bBlue
105 |Light magenta .echc -e "Default ‘e[l05mLight magenta’ | [EIEDIRY Light magenta
106 |Light cyan echo -e "Default ‘e[l06mLight cyan'
107 |White ! echo -e "Default \e[l07mWhite’

Image 6 - Background color

With the projects presented, you will be able to make good scripts. Good
luck!
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http://www.norse-corp.com/
https://www.mapbox.com/
https://www.elastic.co/pt/elk-stack
https://www.stamus-networks.com/open-source/
https://www.debian.org/doc/manuals/debian-reference/ch01.pt.html#_midnight_commander_mc
https://www.debian.org/doc/manuals/debian-reference/ch01.pt.html#_midnight_commander_mc
https://misc.flogisoft.com/bash/tip_colors_and_formatting
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